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Dotted quad spam makes a splashy return to this report as the volume more than tripled from

the month prior. The most observed spam subject line of the month was also the dotted quad
spam attack. With respect to message size, attachment spam continued to creep up in volume
in March. This, along with an increase in NDR spam, raised the average message size. The 5kb
to 10kb bucket increased by over 4 per-
centage points, and 10+kb bucket in-
creased by over 9 percentage points. 0%
respect to spam categories, scam and
phishing messages in April accounted fc
17 percent of all spam, remaining un-  so%
changed compared to March. Overall,
spam made up 89.22 percent of all mes
sages in April, compared with 89.34 per

cent in March. S @ @ @ @ @ @ @ 000w
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An increase of 33 percent was observed in overall phishing attacks from the previous month.
The increase was contributed to all sectors of phishing. Twelve percent of the phishing web-
sites were generated from automated toolkits, an increase of 77 percent from the previous
month. Unique URLSs increased by 29 percent and IP attacks increased by 3 percent from the
previous month. No+kEnglish phishing websites increased by 23 percent. The increase was con-
tributed by a rise in attacks in French and Portuguese. Phishing in French was mostly in the fi-
nancial sector and attacks in Portuguese were a combination of the financial and information
services sectors. About 108 free webhosting services were used, which accounted for 10 per-
cent of all phishing attacks.

The following trends are highlighted in the April 2010 report:

Deeper Dive into Dotted Quad Spam

A Fake Fast Food Survey

UK Students Under Scam Attack
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April 2010: Spam Subject Line Analysis

Will the Trend Continue?
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Metrics Digest

Global Spam Categories Category Apri N Change
Name (% points)

Adult 1% 1% No change
Financial 15% 12% +3
Fraud 6% 7% =1l
Health 12% 12% No change
Internet 33% 34% =1l
Leisure 4% 5% =1l
419 spam 7% 6% +1
Political <1% <1% No change
Products 17% 18% =1l
scams 4% 4% No change
Spam URL TLD Distribution -
(% points)
62.7% 47.0% #1157
ru 22.1% 29.8% S
org 6.0% Not listed N/A
cn 2.2% 4.1% =15
(% points)
0-2kb 0.57% 0.34% +0.23
2kb-5kb 50.37% 63.63% -13.26
5kb-10kb 29.03% 25.02% +4.01
10kb+ 20.03% 11.01% +9.02
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Spam Regions of Origin
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; Change
(0/0 pOintS)

United States 24% 24% No change
India 5% 5% No change
Netherlands 5% 5% No change
Brazil 4% 5% -1
Germany 4% 3% +1

gc':r:ed Kile= ot 3% +1

France 4% 3% +1

Poland 3% 3% No change
Vietnam 3% Not listed N/A

Italy 3% Not listed N/A
United States 52% 51%

Canada 6% 7% -1
Germany 5% 5% No Change
South Korea 5% 4% +1

France 3% 4% -1

g(')‘rirt‘ed King- 394 3% No Change
Brazil 3% 3% No Change
Netherlands 2% Not Listed N/A

Russia 2% 3% =il
Australia 1% Not Listed N/A

United States 51% 50%

Germany 6% 7% -1

Canada 4% 5% -1

South Korea 4% 4% No Change
(legriTt]ed King: 4% 4% No Change
France 3% 3% No Change
Russia 3% 2% +1

China 2% 2% No Change
Netherlands 2% 2% No Change
Brazil 2% Not Listed N/A
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Phishing Tactic Distribution Overall Statistics
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Deeper Dive into Dotted Quad Spam
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sections, dotted quad spam attacks definitely made an impact in April. Dotted quad spam oc-

curs when the dotted quad address of the spam URL link is used in the spam message body

rather than the domain name of the spam URL. A dotted quad address refers to the notation

that expresses the fodbyte (32bit) IP address as a sequence of four decimal numbers sepa-

rated by dots. For example, rather than using domain.com in the URL, the link is an IP address

(i.e., http://255.255.255.255).

Here is a sample HTML code of a dotted quad spam message:

<div>Having trouble viewing this email? <a href=http://[IP ADDRESS REDACTED]/vassal73.html tar-
get="_blank">View it in your browser</a>.</div>

Navigating to the link provided in the message eventually leads the user to:

) Special Offers - Mozilla Firefox
File Edit View History Bookmarks Tools Help

- c (5l sk http:fh .com/pharmfindex.php?sssid=9520siobjeepdnfépe1 1si4hud
*Qa}' Line message: Top-quality support provides safety of your money and }
Pharmacy Express
WHAT IS IMPORTANT FOR MAN
‘ search m

Most Popular
Allergy
Anthelmintics

Anti Bacterial

Anti Convulsants

Anti Depressants Special Offers

Anti Fungal Generic- Generic’
Anti Viral Sildenafil Citrate Oseltamiy
Antibiotics W Only 1.08 per pill [a— Only 11.31
LT + bonus pills + honus p
e Moreinfo (g Select Pack Moreinfo (g Select

Bladder And Gout

As seen in the address bar of the browser, the user is redirected to another webpage after
clicking on the link provided in the message. However, there is another hidden step before
the user arrives at the final destination. Closely examining the source code of URL provided in
the message reveals that the page (http:/[IP ADDRESS REDACTED]/vassal73.html) loads a
script hosted on another website.
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Deeper Dive into Dotted Quad Spam (continued)

<html><head><script>location = 'http://[DOMAIN REDACTED]:8080/";</script></head></html>

That script finally sends the user to the above website. While this example involved only two
redirects, spammers can deploy many redirects in their spam campaigns.

Why do the spammers leverage this technique? Due to advances igpamti technology,

even the most basic filters can block messages based on URLs in the message. Therefore, if
the spammer simply sent out messages with spam.com domain as URL, the message is likely
to get blocked based on the URL filter.

However, spammers increase their chances of successful delivery when they use above redi-

rects. Spammers often use hijacked or compromised servers and place a small html file that

will redirect the user to the destination, or to another redirect. To send these spam messages,
GKSe | faz2 dzasS O2YLINBYAASR K2ada 62FGSy NBTSNN
reputation. Combining the two tactics increase the delivery rate as the messages have higher
chance of bypassing traditional filter as well as reputatiased filtering.

Furthermore, spammers can leverage multiple levels of compromised hosts, which would gen-
erate a large matrix of possible combinations. This helps the spammers continue their cam-
paign even if they lose some compromised hosts.

A Fake Fast Food Survey

Symantec observed phishing attacks against a major fast food brand. The attacks were carried
out through spam mails requesting customer answers for a bogus satisfaction survey. The fast
food brand is one of the most popular worldwide, so fraudsters sent the spam globally. The
spam email states that the brand is planning major changes to their chain of restaurants to
improve their quality of service. The mail further states that to implement these changes, cus-
tomer opinion is required by means of a survey (which is of course fake). Fraudsters try to trick
customers by claiming a reward for those who participate in this survey. The spam email con-
tains a link that leads to the phishing website containing the fake survey:

— In this example, the phishing website

FSE———— claims to provide an $80 reward for the

n o st etk pr i v i 8 st customer taking part in a quick, 8 ques-

tion survey. Upon completing the survey,

- e S AT wune | the Web page is redirected to a fake user

F—— e e = authentication page that asks for sensi-

tive information such as credit card num-

ber and pin number so as to supposedly
ONBRAG GKS 0623dza NBSIF NR
fast food account.
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A Fake Fast Food Survey (continued)

The page claims to credit the reward within 3 business days after user authentication and will
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UK Students Under Scam Attack

Scammers targeted UK students by phishing a brand that belongs to the UK government. The
legitimate brand provides information and services for government organizations to UK citi-

zens. Students who are seeking financial services for their higher education can apply on this

ONI YRQA 9S0aAiGSd ¢KS $So0aAiidsS NBIldzZANBa Odzai2YS
vices. An account helps to keep track of all payment transactions.

The phishing website that targeted students was asking for verification to process the credit/
loan application submitted by the student. This
fake verification request sought sensitive infor-
mation, such as customer reference number,
password, and bank account details. The refer-
ence number represent$ KS Odza i 2 YSNXRa |
count, which fraudsters take advantage of by
viewing their account history. Upon entering
credentials, the page redirects to the legitimate
website.

Several phishing websites were observed in this
attack, and they were hosted on servers based
in the USA and the UK.



