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1 | BAC KG RO U N D

which enforces privacy and security rules and (with HHS) oversees
corrective action.

Reports of the latest data breaches are highlighted regularly in

The events following a breach are summarized in Figure 1A.

news headlines.1 As part of the Health Information Technology

Breaches are typically discovered some time after their occurrence.

for Economic and Clinical Health (HITECH) Act, health care pro-

Discovery may be nearly immediate, while some breaches may take

viders, health plans, and other entities covered by the Health

days or weeks to discover. Breaches affecting more than 500 indi-

Insurance Portability and Accountability Act of 1996 (HIPAA) are

viduals must be disclosed to the OCR within 60 days of discovery.

required to notify affected individuals, the U.S. Department of

Investigations of such reported breaches may take several months to

Health and Human Services (HHS), and the media following a sig-

a year. After the investigation is settled, the affected entity is moni-

2

nificant breach of protected health information. Such reported

tored by HHS, typically for 3 years, during which time the breached

breaches are investigated by the Office for Civil Rights (OCR),

entity proposes corrective actions. HHS approved corrective actions
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are implemented by the affected entity,3,4 which may include pen-

2‐4 years for the hospital to implement remedial actions. Therefore,

alties, new information technology systems, staff training, and revi-

changes in hospital quality due to remediation may be observed long

sion of policies and procedures.3,5

after the time of breach.

Corrective actions are intended to remedy the deficiencies in

In the conceptual model, hospital quality does not directly affect

privacy and security of protected health information. However, en-

security efforts such as breach remediation. We are not aware of

hanced security measures may introduce usability—which we define

formal regulations or cases where enforcement agencies intervened

as the ease of use—problems. New security procedures typically

to remediate hospitals HIT because they have poor care quality,

alter how clinicians access and use clinical information in health

even though poorly implemented electronics health records (EHR)

information systems and may disrupt the provision of care as pro-

have been associated with safety concerns.19

viders require additional time to learn and use the new or modified
systems.6-11

Hospital characteristics may be associated with breaches
and remediation effort along with hospital quality. Previous studies suggested that larger teaching hospitals were associated with
breaches. 20,21 Large hospitals store more patient data, making them

1.1 | Conceptual model

more attractive targets for external attackers. Large hospitals have

Breach remediation refers to the corrective actions and changes in-

more clinicians and staff, who access patient data, creating more

troduced by the breached hospital, both voluntarily and mandated

internal vulnerabilities that can expose patient data. Teaching hos-

by HHS. Figure 1B shows a conceptual model that hypothesizes

pitals have more frequent clinician turnovers from residency and

the relationship between breach remediation and hospital quality.

fellowship programs therefore may have greater vulnerabilities in

Remediation activity may introduce changes that delay, complicate,

training employees effectively, managing data access credentials,

or disrupt HIT and patient care processes.12-15 Furthermore, changes

and implementing security procedures. Hospital financial perfor-

in HIT systems are associated with learning, training, and support

mance may be associated with the financial burden of remediation

16

costs that may raise usability challenges and unexpected errors.

costs and hospital quality. These challenges to estimating the direct

Remediation efforts to repair the damage from a data breach and

effect of breach remediation on hospital quality are addressed in the

improve security incur financial costs.17,18 Our analysis focuses on

empirical model.

the relationship between breach remediation and hospital qual-

Hospital data breaches provide a unique opportunity to study

ity (Figure 1B). Hospital quality measures for acute conditions and

how solutions and fixes to information security problems are related

timeliness may be negatively affected by these remedial changes

to patient outcomes. Subsequent to a breach, organizations must

because of delays and disruptions in care. This relationship is po-

take action to mitigate the failure and improve security. Such ac-

tentially confounded by unobserved hospital characteristics. Our

tions can be diverse, from adopting new policies and procedures to

regression model estimated the relationship between breach re-

installing new security technologies. Taking advantage of financial

mediation and hospital quality, adjusting for potential confound-

incentives provided by HITECH, many hospitals made investments

ers. Specific remedial changes implemented at breached hospitals

in more secure HIT, replacing or enhancing their EHRs. New sys-

were not directly observed. Rather, we estimated breach remedia-

tems often support advanced security features such as stronger

tion using dummy variables, which identify when breached hospitals

authentication procedures and time‐outs for inactivity. Following a

implement remedial changes. After breach discovery, it may take

breach, data handling and access privilege policies typically change.

FIGURE 1

Timeline (A) and Conceptual Model (B)
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Health systems are encouraged to implement auditing systems that
can capture digital forensic evidence.
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over past 36 months—the denominator includes Medicare bene-

Management best practice

ficiaries aged 65 or older—and the measure is adjusted for patient

includes planning, training, incentives, and penalties to prevent

characteristics to permit comparisons between hospitals. We also

breaches. 23 Security best practice includes locking up physical de-

employed the time from door to ECG in Hospital Compare, 28 which

vices, data encryption, and stronger passwords.

24

Single sign‐on

is the median number of minutes for patients with symptoms sug-

25

gestive of ST‐segment elevation myocardial infarction from arrival

These interventions require hospital staff to acclimate to new sys-

at the hospital to receiving an ECG. Time to ECG is calculated using

tems, learn new procedures, and adjust to new, and sometimes more

data collected over past 12 months, and the denominator includes

cumbersome and time‐consuming ways, of obtaining and manipulat-

adults aged 18 or older admitted to an emergency department

ing patient data. Unsurprisingly, there is little literature documenting

with appropriate symptoms.

authentication may be used to improve password management.

the specific experiences of a breached health system. Data breach

The 36‐month collection period improves the estimation of com-

and remediation are traumatic and embarrassing to an organization,

parable mortality rates for hospitals that admit a small number of

and the incident is often reported in the media. Hospitals may be

patients by increasing the number of observed cases and mortalities.

reluctant to draw further attention by publishing the details in a case

It also improves the precision of the risk adjustment method. The

study or a peer‐reviewed journal article. A brief informal survey of

long collection period allows more hospitals to be included in the

chief medical informatics officers showed that publishing on breach

analysis; however, it produces a smoothing effect. For our analysis,

remediation would be considered negatively by their institutions and

the smoothing effective is not a problem because we focused on

was perceived as counterproductive as the new measures should not

long‐term associations with remediation efforts rather than the im-

be advertised.

mediate changes associated with a breach.

The aim of this paper was to estimate the long‐term relationship

The 30‐day mortality rate is a widely adopted quality measure

between breach remediation and care quality. Using a difference‐in‐

and permits national comparison of hospitals.32-34 AMI is an acute

differences approach, we analyze a panel of nonfederal acute‐care

event, in which a hospitalized patient's outcome depends on the

inpatient hospitals from 2012 to 2016 to evaluate patient outcomes

quality of emergency department, cardiac catheterization labora-

and timeliness of care in the years sequent to a breach.

tory, and inpatient care.35 Also, acute medical events like AMI are
less prone to selection bias due to patient's hospital choice, because

2 | M E TH O DS
2.1 | Data

treatment typically occurs at the nearest hospital, which reduces the
possibility of patients avoiding a hospital with known poor quality or
known data breaches, making AMI a good focus for the DID analysis.
Our hypothesis was that remediation efforts to enhance security

Health and Human Services maintains a public database of breaches

would likely increase the time to access the EHR, order, review, and

reported from October 2009 to the present affecting 500 or more

execute the ECG and thus result in an increase in time to treatment.

individuals.1 Our analysis included breaches reported to the HHS

By focusing on a condition that requires timely treatment (in min-

and the Privacy Rights Clearinghouse (PRC) database between

utes) and has both a readily available process measure (time to ECG)

January 1, 2012, and December 31, 2016. The PRC aggregates re-

as well as a patient outcome measure (mortality), we anticipated to

ported breaches from public sources including the media, blogs, and

see an impact of breach mediation efforts. Treatments for other con-

government. 26

ditions for which measures exist, like pneumonia or heart failure, are

The Centers for Medicare and Medicaid Services (CMS) provides
public use data on Medicare‐certified hospitals. Healthcare Cost

less sensitive to diagnostic and therapeutic delays or disruptions and
thus we would not expect to see a significant impact.

Report Information System (HCRIS) provides data on hospital char-

The raw data panel consisted of 5248 hospitals with repeated

acteristics and financial variables. 27 Medicare Hospital Compare

measurements over time yielding 33 175 observations uniquely

provides data on hospital quality measures. 28 Data on hospital

identified at a hospital‐year. Data were restricted to nonfederal

breaches from HHS and PRC databases were merged with HCRIS

acute‐care inpatient hospitals. Hospitals in the U.S. territories and

and Hospital Compare data for the years 2012‐2016.

Maryland (which has a prospective payment system waiver) were ex-

As a proxy for care quality, we focused on the time from “door

cluded. To maintain consistency in the financial data, the data were

to electrocardiogram” (ECG) and the “30‐day mortality rate for

restricted to hospitals that filed HCRIS within 360 and 370 reporting

acute myocardial infarction” (AMI). For patients with symptoms

days. When a hospital submitted multiple reports in a given year,

suggestive of ST‐segment elevation myocardial infarction (STEMI),

the most recent report was used. These restrictions yielded 3353

guidelines recommend ECG acquisition and interpretation within

acute‐care hospitals with 15 948 observations. Finally, observations

10 minutes of arrival in emergency department 29 as delays in

with missing values in the dependent or independent variables were

the diagnosis and treatment on the order of minutes are associ-

removed from analysis. Of 4197 observations were missing the 30‐

ated with increased mortality and worse cardiac functional out-

day AMI mortality rate, accounting for most of the missing values.

comes. 30 The 30‐day mortality rate (Percent) was obtained from

The final study panel consisted of 3025 hospitals with 14 297 hospi-

Hospital Compare. 31 The rate is calculated using data collected

tal‐year observations.
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2.2 | Generalized difference‐in‐differences model

The dependent variables were 30‐day mortality rate for acute
myocardial infarction (AMI) and time from door to electrocardio-

Breaches arise from many different sources. Demand for health

gram (ECG). The independent variables of interest were the relative‐

data on the black market makes hospitals a lucrative target for ex-

time‐to‐breach dummies that were set to 1 when the hospital was

ternal attackers.36,37 Internal vulnerabilities in hospital information

in the breached group, and the year of the observation was n years

systems may be exploited by external attackers or by insiders, who

relative to the hospitals’ specific time of breach. The relative time (n)

may inappropriately disclose data. But regardless of the source, the

was set to 0 on the year of the breach, we observed 4 years before

resulting discovery and remediation of a breach can be viewed as

and after the breach. One year before breach was set as the omitted

a random shock to a hospital's care delivery system. While agents

category. The coefficients on the relative‐time‐to‐breach dummies

affiliated with a hospital may benefit from intentionally leaking

estimated the change in quality associated with breach remediation.

information (eg, hospital staff selling patient data to a third party

The DID model controlled for the hospital‐specific fixed effects

for personal gains), agents (and the hospital itself) face criminal in-

and year fixed effects. An organization's safety culture captures the

dictment, fines, and business losses from intentional or negligent

knowledge, beliefs, and attitudes regarding safety in the organiza-

breaches,

38

which disincentivize intentional breaches. Thus, a hos-

tion.40 Safety and security are rooted in cultures that emphasize the

pital data breach can be framed as a natural experiment to estimate

importance of well‐designed processes and heightened awareness

the relationship between breach remediation and patient outcomes.

of goals. We suggest that patient safety and data security cultures

Past research focused the short‐term (days to months) impact of

are closely related. The overall hospital safety climate, influenced

breaches. In this study, we examine the associations with longer‐

by organizational policy regarding safety, has been associated with

term remedial changes (years) as hospitals work to improve security.

readmissions for AMI and heart failure.35,41 Hospital fixed effects

The association between breaches and hospital outcomes was

are conceptually equivalent to assigning a dummy variable to each

estimated using a generalized difference‐in‐differences (DID) frame-

hospital, which effectively controls for unobserved confounders

work with multiple pre‐ and postperiods.

39

Data breaches represent

random shocks reported in a specific year, though susceptible to

such as hospital‐specific characteristics, like safety culture, that are
constant in the short run.

measurement error from the actual year of breach. Panel data pro-

The DID model included covariates for time‐varying hospi-

vide pre‐ and postbreach measures of quality. The DID strategy

tal characteristics that may be correlated with both breach reme-

controls for time trends in outcomes among the breached hospitals,

diation and hospital quality as described in the conceptual model.

assuming that the breached hospitals would have followed the same

Covariates included operating revenue, number of beds, length of

trend if they had not been breached, to isolate the change in out-

stay, bed occupancy rate, meaningful use status (meaningful user of

comes associated with the breach.

certified electronic health records as defined in HITECH), patient

TA B L E 1

Summary of breaches by year and type of breach

Type of Breach

2012

2013

Hacking/IT Incident

7

4

11

9

13

44

Improper Disposal

2

2

1

1

0

6

Loss

2014

2015

2016

All

18

22

11

6

3

60

Multibreach

2

2

2

0

0

6

Other

5

3

5

0

0

13

Theft

16

12

19

15

4

66

Unauthorized Access/Disclosure

13

29

23

29

18

112

All

64

74

75

60

38

311

Type of breach

Individuals affected

Hacking/IT Incident

11 101 099

Improper Disposal
Loss
Multibreach

23 970
825 439
47 790

Other

367 372

Theft

365 874

Unauthorized Access/Disclosure
All

1 295 153
14 026 697

Note: From the total of 311 breaches, six did not report the number of individuals affected.
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satisfaction, and patient safety indicators. The DID model was esti-

mortality rate for the prebreach group was 14.98 percent; for the

mated using a fixed‐effects regression. Our analysis was performed

control group, it was 14.74 percent (not statistically different). Mean

using Stata version 14 and R version 3.2.42,43 Standard errors are

time to ECG was longer for the prebreach group than the control

heteroskedasticity robust and allow for within hospital correlation.

group (9.4 minutes vs 8.6 minutes), but again not statistically significant. The mean number of beds for the prebreach group was nearly

3 | R E S U LT S
3.1 | Descriptive statistics
Table 1 shows the summary of hospital data breaches affecting 311
hospital‐years. The three most common breach types were unau-

two times larger than the control group (410 vs 220). Among the
breached group, the number of beds was higher in the postbreach
group.

3.2 | DID estimates

thorized access (112), loss (60), and theft (66). A subset of breaches

Difference‐in‐differences estimates for 30‐day AMI mortality

affecting 305 hospital‐years reported the number of individual re-

rate are summarized in Figure 2 (regression coefficients shown in

cords breached. While prone to error and underreporting, this meas-

Appendix S1: Table S1). The y‐intercept is the expected 30‐day AMI

ure is a proxy for the severity of a breach. Affected individual records

mortality rate at 1 year before the breach. It represents the baseline

totaled approximately 14 million. From 2012 to 2016, a small group

30‐day AMI mortality if a breach had not occurred, and for ease of

of breaches (43) affected the majority (11 million) of individuals.

interpretation, we centered it at zero instead of the grand mean. The

Characteristics of the hospital‐year observations by breach sta-

plotted points are the expected 30‐day AMI mortality rate at the rel-

tus are summarized in Table 2. As expected, the timing of breaches

ative breach time, adjusting for the baseline rate, yearly time trends,

varied across the sample years. Given the cumulative effect among

time‐invariant hospital effects, and time‐varying hospital character-

the breached hospitals, most of the prebreach hospital‐year obser-

istics. At 1, 2, 3 years after the breach, the 30‐day AMI mortality rate

vations came from years 2012‐2014 while most postbreach obser-

point estimates were significantly higher than the baseline. Model

vations came from years 2014‐2016. Because of variability in breach

estimates indicate that a data breach was associated with a 0.23

event timing, it was impossible to assign the never‐breached hospi-

percentage point increase in the 30‐day AMI mortality rate 1 year

tals into a pre‐ or postevent category based on time. Therefore, the

after the breach, 0.36 percentage point increase 2 years after the

never‐breached hospital‐year observations were pooled into a single

breach, and 0.35 percentage point increase 3 years after the breach

control group (Table 2).

(Appendix S1: Table S1). The 30‐day AMI mortality rate of breached

The percentage of not‐for‐profit hospitals was similar between
the control group and the breached group. However, the breached

hospitals did not differ significantly from the never‐breached hospitals in the prebreach periods.

group had a higher proportion of public hospitals, while the control

Difference‐in‐differences estimates for time from door to

group had a higher proportion of for‐profit hospitals. Hospitals in

ECG are summarized in Figure 3 (regression coefficients shown in

the breached group were more likely to be major teaching hospi-

Appendix S1: Table S2). The y‐intercept is the expected time to ECG

tals. Patient satisfaction measures were similar between the control

at 1 year before the breach reflecting the baseline time to ECG if a

group and the breached group, and satisfaction within the breached

breach had not occurred. At 0, 1, 3, 4 years after the breach, the time

group did not vary between the pre‐ and postbreach group.

to ECG point estimates is significantly longer than the baseline. The

The overall trends for 30‐day AMI mortality and time from

time to ECG of breached hospitals did not differ significantly from

door to ECG from 2012 to 2016 for all hospitals show improve-

the never‐breached hospitals in the prebreach periods. We found

ment in 30‐day mortality rate and time to ECG (Appendix S1: Figure

that a data breach was associated with a 1.4‐minute increase in time

S1a,b). The trends in 30‐day AMI mortality rate were stratified to

to ECG 1 year after the breach. The elevated time to ECG persisted

never‐breached hospitals and hospitals that were breached in 2015

with a 2.7‐minute and a 2‐minute increase in time to ECG at 3 and

(Appendix S1: Figure S2a). The two groups had parallel trends from

4 years after the breach, respectively.

2012 to 2014, but then the breached hospitals crossed the parallel trend in 2016 with a more positive slope relative to the never‐
breached hospitals resulting in higher mean mortality rates than the

4 | D I S CU S S I O N

never‐breached hospitals. However, the point estimate was not statistically significant. The trends in time to ECG were also stratified

Hospital data breaches were associated with higher 30‐day AMI

between the two groups (Appendix S1: Figure S2b). The two groups

mortality rates in the years following the breach. Over the past

showed parallel trends from 2013 to 2015, with point estimates that

few years, overall improvements in AMI treatment have resulted

were not significantly different. However, in 2016 the breached

in the 30‐day AMI mortality rate decreasing about 0.4 percent-

hospitals had significantly longer time to ECG (11 minutes) than the

age points annually from 2012 to 2014 (Appendix S1: Figure S1). A

never‐breached hospitals (8 minutes).

0.23‐0.36 percentage point increase in 30‐day AMI mortality rate

The control group and the prebreach group had similar distri-

after a breach effectively erases a year's worth of improvement in

butions for the 30‐day AMI mortality rate. The mean 30‐day AMI

the mortality rate. The national estimate for the number of hospital

976
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N
AMI mortality rate
Time to ECG (min)
Operating revenue ($M)
Net operating revenue ($M)
Operating margin
Number of beds
LOS
Occupancy rate
Meaningful user: yes

Never‐breached

Prebreach

Postbreach

12985

426

886

14.74 (1.47)

14.98 (1.69)

14.38 (1.54)

8.55 (14.67)

9.42 (6.97)

8.99 (5.53)

213.89 (263.26)

485.58 (512.55)

611.97 (653.91)

2.16 (73.49)

−23.67 (160.25)

−21.56 (236.52)

−0.03 (0.50)

−0.07 (0.39)

TA B L E 2 Mean and (SD) shown for
continuous variables. Count and (percent)
shown for categorical variables

−0.05 (0.33)

219.59 (239.66)

410.23 (343.83)

4.33 (4.66)

4.61 (0.88)

496.12 (1280.36)
4.84 (0.94)

0.52 (0.51)

0.63 (0.16)

0.65 (0.17)

9294 (71.6)

270 (63.4)

636 (71.8)

7976 (61.4)

300 (70.4)

595 (67.2)

Ownership
Nonprofit
Profit

3123 (24.1)

26 (6.1)

105 (11.9)

Public

1886 (14.5)

100 (23.5)

186 (21.0)

Major teaching

1004 (7.7)

132 (31.0)

301 (34.0)

Teaching status
Minor teaching

3067 (23.6)

120 (28.2)

250 (28.2)

Nonteaching

8914 (68.6)

174 (40.8)

335 (37.8)

Rural: yes

3840 (29.6)

69 (16.2)

112 (12.6)

Year
2012

2659 (20.5)

198 (46.5)

64 (7.2)

2013

2616 (20.1)

131 (30.8)

133 (15.0)

2014

2591 (20.0)

72 (16.9)

189 (21.3)

2015

2558 (19.7)

25 (5.9)

236 (26.6)

2016

2561 (19.7)

0 (0.0)

264 (29.8)

discharges for AMI fluctuated around 556 000 discharges annually

Remediation efforts after a data breach vary depending on

between 2005 and 2014.44 On average, a data breach at a nonfed-

the type of breach and perceived weaknesses to a repeat attack.

eral acute‐care inpatient hospital was associated with an additional

However, common approaches include additional verification layers

23‐36 deaths per 10 000 AMI discharges per year.

during sign‐on, shortened inactivity periods to automatic sign‐out,

Time from door to ECG significantly increased after a breach

and additional acknowledgment steps that delay the access to pa-

and the elevated time to ECG persisted at 4 years after the breach.

tient data and may lead to inefficiencies or delays in care. Especially

Security typically adds inconvenience by design—making it more in-

in the case of a patient with chest pain arriving in the emergency

convenient for the adversary. For example, stricter authentication

department, any delay in registering the patient and accessing the

methods, such as passwords with two‐factor authentication, are

patient's record will lead to delay in ordering and executing the

additional steps that slow down workflow in exchange for added

ECG. With every minute delay affecting mortality, delays in access

security. Lost passwords and account lockouts are nuisances that

to the electronic health record may prove detrimental. Han et al14

may disrupt workflow. The persistence in the longer time to ECG

described the impact that a new electronic record had on mortal-

suggests a permanent increase in time requirement due to stronger

ity of children. The inability to preregister patients transported into

security measures.

the pediatric intensive care unit resulted in delayed ordering of

Timely evaluation and treatment of ST‐segment elevation myo-

medications and increased mortality. Security solutions designed to

cardial infarction (STEMI) have been associated with better pa-

reduce the likelihood of breaches may need “break the glass” func-

tient outcomes. 29,45-48 The American Heart Association/American

tionalities to reduce the likelihood of delayed or compromised care.

College of Cardiology (AHA/ACC) guideline recommends a time to

Changes in HIT and patient care processes in response to a data

ECG of < 10 minutes for STEMI patients, because exceeding this

breach introduce usability challenges and unintended side effects

threshold results in worse outcomes.49 The prolonged time to ECG

that frustrate clinicians and disrupt patient care.12 Frustrated cli-

after the breach is a potential mediator for the increased AMI mor-

nicians bypassing new systems and processes with ad hoc work-

tality rate after the breach.

arounds avoid system safeguards and create new opportunities
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Percentage point change in mortality rate
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F I G U R E 2 Plot of the difference‐
in‐difference model for AMI mortality
rate [Color figure can be viewed at
wileyonlinelibrary.com]

|

−3

−1
0
1
2
Years relative to breach (n=0 breach)

3

4

4

Difference−in−differences estimates with 95% CI
Impact of breach on time to ECG

−4

−2

Minutes
0

2

F I G U R E 3 Plot of the difference‐in‐
difference model for time to ECG [Color
figure can be viewed at wileyonlinelibrary.
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for errors.13,14 Enhanced security measures in response to a data

the accuracy and timeliness of patient information available to

breach are likely to worsen the usability of the HIT system, which

providers. A hacking incident may temporarily disrupt hospital's

not only diminishes the effectiveness of its intended function but

servers, making patient data unavailable to providers while the

also spawns new errors that worsen the quality of care provided to

servers are being patched or repaired. Severe hacking attacks may

patients. Installation of new health IT requires clinicians and staff

force hospitals to revert to paper charts. 52,53 Instances of unau-

to learn new processes, procedures, and ways to coordinate their

thorized access suggest that existing systems may have weak-

15

Clinicians adjusting to new processes and systems do so

nesses verifying provider or patient identity, which may increase

in the presence of patients, which detracts from time spent commu-

workflow.

the risk of a provider inadvertently accessing or editing infor-

nicating with the patient and diminishes the patient experience and

mation on the wrong patient. 54 Inaccuracies or delays in patient

satisfaction.50

information resulting from changes or enhancements in security

While short‐term disruptions are not addressed in this paper,

are likely to disrupt the care process and adversely affect patient

the recent emergence of hospital ransomware attacks has created

outcomes. Downtimes in electronic health records because of

short‐term disruptions to hospital services and there are growing

maintenance or malfunction has been associated with disruptions

fears of attacks on the care delivery system itself. 51 Ransomware

in laboratory and medication orders as a result of patient identifi-

attacks involve an attacker holding data hostage in exchange for

cation and communication problems. 55 The data breaches studied

payment. Ransomware attacks are considered more disruptive to

in our analysis came from 2012 to 2016 and ransomware or in-

hospital operations than the breaches considered in this study. In

frastructure attacks were rare before 2016. Our findings suggest

extreme cases, hospital data breaches can also negatively affect

that ransomware attacks might have an even stronger short‐term
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negative relationship with patient outcomes than the long‐term

quality improvements and cost savings but its benefits are elusive

remediation efforts studied here.

because of learning, implementation, and usability issues that hinder

Future work on hospital data security needs to address the im-

clinicians. Hospitals adopting health IT anticipate learning costs and

plications of ransomware attacks for patient outcomes. Ransomware

prepare clinicians with training and support months in advance of

attacks that affect hospitals and entire health systems are executed

implementation. Despite the preparations, significant usability chal-

The shock of ransomware attacks on hospitals

lenges and unexpected errors are inevitable.16 Analogous to adop-

and patients can be framed as a natural experiment. Ransomware at-

tion of health IT, the remediation activities to improve security in

tacks are likely to be initiated by opportunistic external adversaries

health IT systems following a breach introduce new changes into

motivated by financial reward; therefore, the model for ransomware

complex work environments, which may disrupt care processes and

attacks has a smaller threat of confounding variables related to patient

explain our findings of reduced quality.56-58

in a matter of days.

51

outcomes. Using inpatient discharge data, rather than hospital level

Health data breaches have significant consequences for patients,

aggregate data used in this study, will reveal implications for patients.

providers, and payers and contribute to quality of care problems.

Studying ransomware attacks will also provide insights into long‐run

Protecting health information is an important responsibility of all

changes on hospitals associated with remediation activities, which may

parties in the health care industry. Our results indicate that breaches

persist years after the attack.

and the subsequent HHS‐mandated corrective actions and hospital remediation may have adverse implications for quality of care.

4.1 | Limitations
Our analysis cannot rule out the possibility of unobserved environ-

Breached hospitals should carefully consider remedial security initiatives to limit inadvertent delays and disruptions associated with
new processes, procedures, and technologies.

mental events correlated with both breach remediation and hospital
quality. Also, we do not directly observe remediation activities implemented by hospitals. By parsimony, we associate the deterioration in
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quality after a breach to remediation rather than environmental events.
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the maturity of the health IT system. But the health IT vendor and
product may be correlated with breach remediation and quality. The
DID model assumed that health IT characteristics were fixed in the
short run, which may be reasonable given that health IT systems are
large capital expenditures. However, changes in hospitals’ health IT
during the study period may confound the model estimates.
The never‐breached hospital‐year observations were pooled into
a single control group limiting the comparability of the time‐varying characteristics between the never‐breached group and the prebreach group.

5 | CO N C LU S I O N
The health services literature has shown mixed findings on the effect of health IT adoption on hospital quality. Health IT promises
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