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About This Report

Scope

TheMicrosoft® Security Intelligence Reportfd8iR)son software

vulnerabilities, software vulnerability exploitsalicious and potentially
unwanted softwareand security breacheBastreports and related resources are
available for download atww.microsoft.com/sinWe hope that readers find the
data, insights, and guidance provided in this report useftikiping them

protect theirorganizatios, software, and users

Reporting Period

In this volume of theMicrosofSecurity Intelligence Rematistics about nhaare
families and infections are reported on a quarterly lzagi®ther statistics
continue to be reported on a haléarlybasiswith a focus or2010.

Throughout the report, halyearly and quarterly time periods are referenced
using thenHyy or nQyy formats, respectively, wheyg indicates the calendar

year and n indicates the half or quarter. For example, 1H10 represents the first
half of 2010 (January 1 through June 3Md2Q10 represents the second
quarter of 2010 (April 1 through June 30). &woid confusionpleaseay

attention to the reporting period or periods being referenced when considering
the statistics in this report.

Conventions

This report uses the Microsoft Malware Protection Center (MMPC) naming
standard foffamilies and variantsf malware and potentially unwanted software.
Forinformationa b out t hi s MisrosafnVihlevaredPyotesi@enecender
Naming Standar@on the MMPC website.


http://www.microsoft.com/sir
http://www.microsoft.com/security/portal/Shared/MalwareNaming.aspx
http://www.microsoft.com/security/portal/Shared/MalwareNaming.aspx

Key FindingsSummary

Volume 10of theMicrosoft® Security Intelligence REpGtY1Pprovides in

depth perspectives aoftware vulnerabilities, software vulnerapiékploits,

malicious and potentially unwanted softwasad security breachés both

Microsoft and third party software. Microsoft developed these perspectives based
on detailedrend analysis over the past several years, with a foc281h

This document summarizes the key findings of the report. Th&RN1@&lso
includes @&ep analysis of trends foundid7 countries/regions around the world
and offersvays to manage risko your organization, software, and people

The full SIRv10as well as previous volumes of the report and related videos, can
be downloaded fromwvww.microsoft.com/sir

Vulnerability Disclosures

1 Vulnerabilities in pplicatiors versus operating systems or web browsers
continued to account for a large majority of all vulnerabilitie2010,
although the totahumber of applicon vulnerabilities declined 22.
percent from2009.

9 Industryvulnerability disclosurerénds continuean overall trad of
moderate declines since@® This trends likely because of better
development practices and quality control thgbout theindustry,
which result in more secure software and fewer vulnerabilities.

9 Vulnerability disclosures for Microsoft products increased slightly in
2010 but have generally remained stable over the past several periods.

Exploits

1 The exploitation ofava vulnerabilities sharply increased inttiel
quarter of 2010 and surpassed every other exploitation category that the


http://www.microsoft.com/sir

MMPC tracks, including generic HTML/scripting exploits, operating
system exploits, and document exploits.

Exploits that use HTMLral JavaScript steadily increased throughout the
year and continue to represent a large portion of expldite most
prevalent type of attack in this category involved malicious IFrames.
The number of Adobe Acrobat and Adobe Reader exploits dropped by
more than half after the first quarteand remained near this reduced

level throughout the remainder of the year.

Malware and Potentially Unwanted Software

1 Except where specified, the information in this section was compiled

from telemetry data that was geatmd from more than 600 million
computers worldwide and some of the bustmdtne sendes on the
Internet.

Operating System Infection Rates

1 Asin previous periods, infection rates for more recently released

Microsoftoperating systems and service packsansistently lower

than olderones, for both client and server platforms. Windows 7 and
Windows Server 2008 R2, the most recently released Windows client
and server versions, respectively, have the lowestiorfeates.

Infection rates for the 68it versions of Windows Vista® and Windows
7 are lower than for the corresponding-Bi versions of those operating
systems. One reason may be that@dversions of Windows still appeal
to a more technically savvy audience than theibBZounterparts,
despite increasing sales of-6# Windows versions among the general
computing population. Kernel Patch Protection (KPP), a feature-bit 64
versions of Windows that protects the kernel from unauthorized
modification, may also contribute to tkiéferenceby preventing certain
types of malware from operating.

Threat Families

1 JS/Pornpopthe most commonly detected family in 4Q10, is a detection

for speciallycrafted JavaScriginabled objects that attempt to display


http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Adware%3aJS%2fPornpop.A

popunder advertisements in usersd web b
content.

Detections and removals\6fin32/Autorun, a generic detection for

worms that spread between mounted volumes using the Autorun feature
of Windows, increased significantly in 4Q10, although Autorun dropped
to second place because of the spread of Pornpop.

Win32/Taterf the most prevalent threat in 2Q10, dropped to third by

4Q10. Taterf belongs to a category of threats that are designed to steal

password for popular online computer games and transmit them to the
attackers. SeReloaGneldi nFea nGal niiemsgidt on page
Security Irligence Report, Volume 5 (January through Juifer 20Q&)

information about these threats.

Home and Enterprise Threats

A Severmalwarefamilies are common toome and enterpriseetwork

environmens, although they are ordered differently and in different
proportions. The worm familyVin32/Confickey which uses several
methods of propagation # work more effectively within a typical
enterprise network environment than they do over the public Internet,
leads the domatjpined list by a significant margin, but ranks ninth on
the nondomain list.

On nondomain computers)S/Pornpopvas the most commonly

detected family in 4Q10 and the fourth most commonly detected family
in 2010 overall. By contrast, this family was detected muclofess on
domainjoined computers. Pornpop is often found on webdites host
illegal or illicit content, which users in domain environments are often
restricted from accessing by organizational policy or blocking software.

Email Threats

A After increasingradually and then reaching a plateau through the first

eight months of 2010, the number of spam messages received and
blocked byMicrosoftForefron® Online Protection for Exchange
(FOPB dropped abruptly in September, and again in December. These


http://www.microsoft.com/security/portal/Threat/Encyclopedia/Search.aspx?query=Win32/Autorun
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fTaterf
http://www.microsoft.com/downloads/en/details.aspx?FamilyId=B2984562-47A2-48FF-890C-EDBEB8A0764C
http://www.microsoft.com/downloads/en/details.aspx?FamilyId=B2984562-47A2-48FF-890C-EDBEB8A0764C
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fConficker
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Adware%3aJS%2fPornpop.A

dropsc an be correlated with events
significant sparsending botnets:

o During the last week of Augu®010, researchers affiliated with the
security firm LastLine spearheaded a coordinated takedown of
commandand-control (C&C) severs associated with the
Win32/Cutwailspambot. In the days following the takedown, FOPE
recorded a significant drop in the average daily volume of messages
blocked.

0 On or aboutDecembe®5, 2010, spam researchers around the world
recorded an almost complete cessation of spam originatingtfieom
largeRustockbotnet, with some spam trackers reporting a drop in
the global spam rate as high as 50 percent or more. During the final
week of Deember, the number of messages blocked by FOPE was
almost 30 percent less than in the prior week, compared to a drop of
less than two percent between the final two weeks of 2009. The
Rustock botnet subsequently began sending spam againin mid
January, anthe number of messages blocked by FOPE has risen
accordingly The reasons for this hiatus are still being investigated.

Spam Types

A

Advertisements for nonsexual pharmaceutical products accounted for
32.4 percent of the spam messages blocked by FOPE cbitgeatin
2010.

Together with nonpharmaceutical product ads (18.3 percent of the total)
and advertisements for sexual performance products (3.3 percent),
product advertisements accounted for 54.0 percent of spam in 2010,
which is down from 69.2 percentygar ago.

Malicious Websites

A

In the first half 02010, phishers showed signs of targeting online
gaming sites with increasing fraacy, although this push appearied
have dwindled as social networks came under increased attack.
Impressions that targeteghming sites reached a high of 16.7 percent of

nvol vi

ng

t

W


http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fCutwail
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fRustock
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all impressions in June before dropping to a more typical 2.1 percent in
December.

Phishing sites that target social networks routinely receive the highest
number ofimpressions per active phishing siténe percentage of active
phishing sites that targeted social networks increased during the final
months of the year, but still only accounted for 4.2 percent of active sites
in December, despite receiving 84.5 percent of impressions that month.
Neverthelesshe number of active sites targeting gaming sites remained
relatively high during the second half of the year, which suggests that
more campaigns may be coming.



Trustworthy Computing:
Security Engineering at
Microsoft

Amid the increasing complexity oftodag computing threat | andscape a
growing sophistication of criminal attacleterprises and governmeratise more

focused than ever on protectittgeir computing environments so that they and

their constituents can feel safmline. With more than aillion systems using its

products and services worldwide, Microsaftlaboratesvith partners, industry

and governments to help create a safer, more trusted Internet.

Trustworthy Computing (TwC), fotomed in 2002, i s
creating ad delivering secure, private, and reliable computing experiences based

on sound business practic@e intelligence provided in this report comes from

Trustworthy Computing security centers that delivedepth threat intelligence,

threat response, an@aurity science, as well as information from product groups

across Microsoft. The report is designed to giwecustomers, partners, and the

industry a better understanding thfe threat landscape so thihey will be in a

better position tgrotect themslves and their assets from criminal activity.

11
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Vulnerabilities

Vulnerabilitieare weaknesses in software that enable an attacker to compromise
the integrity, availability, or confidentiality of that software or the data it
processesSome of thevorstvulnerabilities allow attackers to run arbitrary cpode
calledexploitson the compromisedystem. Semdustry-Wide Vulnerability
Reportdn the Referenc&uidedsectim of theSecurity Intelligence Repettsite

for more information aboutulnerabilities.

Vulnerability Severity

The Common Vulnerability Scoring System (CVSS) is a standardized, platform
independentcoring system for rating IT vulnerabiliti@he CVSSssigns a
numeric value between 0 and 10 to vulnerabilities according to seweitty,

higher scores representing greater severity.\(Beerability Severitin the
RderenceGuidedsection of theéSecurity Intelligence Repetisite for more
information.)


http://www.microsoft.com/security/sir/guide/default.aspx#section_2
http://www.microsoft.com/security/sir/guide/default.aspx#section_2
http://www.microsoft.com/security/sir/guide/default.aspx#section_2

Figure 1. Industry-wide vulnerability disclosures by severity, 20067 2010
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Although the number of Medium and High severity vulnerabilities
disclosed is routinelynuch greater than the number of Low severity
vulnerability disclosures, theend in 2010 is a positive one, with
Medium and Hgh disclosures declining by 17.5 percent and 20.2
percent from 2@9, respectively.

Low severity vulnebility disclosures increased 4%8rcent, froml90
in 2009 to 277 in 2Q10.

Mitigating the most severe vulnerabilities first is a security best practice.
High severityulnerabilities that seed 9.9 or greater represent 5.5
percent of all vulnerabilitiedisclosed in 200, asFigure?2 illustrates.
Thispercentage is down from 6pércent in2009.

13



14

Figure 2. Industry-wide vulnerability disclosures in 2010, by severity
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Vulnerability Complexity

Some vulnerabilities are easier to exploit than others, and vulnerability
complexity is an important factor to consider in determining the magnitude of
the threathata vulnerability poses. A High seventulnerability that can only

be exploited under very specific and rare circumstances might require less
immediate attention than a lower severity vulnerability that can be exploited
more easily.

The CVSS gives each vulnerability a complexity rankingvef Medium, or
High. (See/ulnerability Complexityn the dReference Guideection of the
Security Intelligence Repettsite for more information about the CVSS
complexty ranking system.figure3 shows the complexity mix for
vulnerabilities disclosed each year siB066. Note that Low complexity
indicates greater danger, just aglidseverity indicates greater dangeFigure
2.


http://www.microsoft.com/security/sir/guide/default.aspx#section_2

Figure 3. Industry-wide vulnerabilities by access complexity, 2006i 2010
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A As with vulnerability severity, the trend here is a positive one, with Low
and Mediumcomplexity vulnerabity disclosures declining 28.3 percent
and5.0 percent fron2009, respectively.

A High complexity vulnerality disclosures increased 43.3 percent, from
120in 2009to 172 in 2Q10.

Operating System, Browser, and Application
Vulnerabilities

Figure4 shows industrywide vulnerabilities for operating systems, browsers,
and applicationsince 206. (Seeperating System, Browser, and Application
Vulnerabilitiedn the dReferenc&uidedsection of theéSecurity Intelligence Report
website for an explanation of how operatsygtem, browser, and application
vulnerabilities are igtinguished.)

15


http://www.microsoft.com/security/sir/guide/default.aspx#section_2
http://www.microsoft.com/security/sir/guide/default.aspx#section_2

16

Figure 4. Industry-wide operating system, browser, and application vulnerabilities, 20061 2010
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A Application vulnerabilities continued to account for a large majority of all
vulnerabilitiesn 2010, athough the totahumber of applicéon
vulnerabilities declined 22.percent from2009.

A Operating system and browser vulnerabilities remained relatively stable
by comparisonwith each type accounting for a small fraction of the
total.

Vulnerability Disclosures

A disclagre as the term is used in tf&dR is the revelation of a software
vulnerability to the public at large. It does not refer to any sort of private
disclosure or disclosure to a limited number of people. Disclosures can come
from a variety of sources, inding the software vendor itself, security software
vendors, independent security researchers, and even malware creators

The information in this section is compiled from vulnerability disclosure data
that ispublished in the National Vulnerability Databasttp://nvd.nist.goy, the
U.S. governmemeepository of standardsased vulnerability management


http://nvd.nist.gov/

Figure5 charts vulnerability diclosures for Microsoft and ndvicrosoft
products since 2006.

Figure 5. Vulnerability disclosures for Microsoft and non-Microsoft products, 20061 2010
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Vulnerability disclosureacross the industryere downl6.5 percentin
2010from 2009.

This decline continues an overalliceof moderate declines since(®0
This trendis likely because of better development practices and quality
control throughout thendustry, which result in more secure software
and fewer vulnerabilities. é8Protecting Your Softwane the dManaging
Rislkdsection of theSecurity IntelligenReportvebsite for additional

details and guidance about secure developmpeaatices.)

Vulnerability disclosures for Microsoft products increased slightly in
2010 but have generally remained stable over the past several periods.

Vulnerabilities in Microsoft products accounted for 7.2 percent of all
vulnerabilities disclosed in 201This percentage is up from 4.5 percent
in 2009, primarily because of the overall decline in vulnerability
disclosures across the industry during that time.

17
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Exploits

An exploitis malicious code that takes advantage of software vulnerabilities to

inffectac omputer, without the userds consent
knowledge. Exploits target vulnerabilities in the operating system, web browsers,
applications, or software components that are installed on the computer. In some
scenariostargeted compuents are adans that are prénstalled by the

computer manufacturer before the computer is sold. A user may not even use the
vulnerable adebn or be aware that it is installed. Some software has no facility

for updating itself, so even if the softwaraeder publishes an update that fixes

the vulnerability, the user may not know that the update is available or how to

obtain it, and therefore remains vulnerable to attack.

Software vulnerabilities are enumerated and documented in the Common
Vulnerabilitiesand Exposures list (CVB)t(p://cve.mitre.ory} a standardized
repository of vulnerability information. Here and throughout this report, exploits
are labeled with the CVE identifier that pertains to the affected vuitigrab
applicable. In addition, exploits that affect vulnerabilities in Microsoft software
are labeled with the Microsoft Security Bulletin number that pertains to the
vulnerability, if applicablé.

Figure6 shows the prevalence of different types of expfoiteach quarter in
2010.

1 Seewww.microsoft.com/technet/security/Current.aspxsearch and read Microsoft Security Bulletins.


http://cve.mitre.org/
http://www.microsoft.com/technet/security/Current.aspx

Figure 6. Exploits detected by Microsoft desktop antimalware products in 2010, by targeted platform or technology
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Malware written in Java has existed for many years, but attackers had not
focused significant attention on exploiting Java vulnerabilities until
someavhat recently. In 3Q10, the number of Java attacks increased to
fourteen times the number of attacks recorded in 2Q10, driven mostly

by the exploitation of a pair of vulnerabilities in versions of the Sun (now
Oracle) JVMCVE20085353and CVE2009-3867. Together, these two
vulnerabilities accounted for 85 percent of the Java exploits detected in
the second hélof 2010.

Exploits that target document editors and readers, such as Mi@®osoft
Word and Adobe Reader, declined in 2Q10 and remained at a lower
level thereatfter.

Operating system exploits, which have been less prevalent than other

types of exploits for seral years, increased significantly in 3Q10,
primarily because of exploitation of two Wind@vsulnerabilities.

19


http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-5353
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-3867
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HTML and JScript/JavaScript Exploits

Figure7 shows he prevalence of different types of HTML and
Jscrip®/JavaScript exploits each quarter in 2010.

Figure 7. Types of HTML and JScript/JavaScript exploits detected by Microsoft desktop antimalware products in 2010
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A Most of the explds observed involved malicious HTML inline frames
(IFrames) that surreptitiously open pages hosting malicious code in

~

userso® web browsers.

A Exploits that target Windows Internet Explorex®Inerabilities
accounted for between 19 and 36 percent of Higlaed exploits each
quarter. Most of these exploits targe@dE2010-0806, a vulnerability
that affects Internet Explorer versions 6 and 7 running on versions of
Windows earlier than \Widows 7 and Windows Server 2008 R2.
Microsoft has issued Security Bulleti$106018 to address this

vulnerability. For maatie Biphithtoromat i on,

CVE201008066 ( March 30, 2010) on the
(http://blogs.technet.com/mmjppc

MMP C

S


http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0806
http://www.microsoft.com/technet/security/Bulletin/MS10-018.mspx
http://blogs.technet.com/b/mmpc/archive/2010/03/30/active-exploitation-of-cve-2010-0806.aspx
http://blogs.technet.com/b/mmpc/archive/2010/03/30/active-exploitation-of-cve-2010-0806.aspx
http://blogs.technet.com/mmpc

Document Exploits

Figure8 shows the prevalence of different types of document format exploits by

quarter

in 201

Figure 8. Types of document exploits detected by Microsoft desktop antimalware products in 2010
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Exploits that affected Adobe Acrobat and Adobe Reader accounted for
most document format exploits detected throughout 2010. Almost all of
these exploits involved the generic exptaihily Win32/Pdfjsc

Adobe Acrobat and Adobe Reader exploits dropped by more than half
after the first quarter and remained near this reduced levaligihout
the remainder of the year.

Microsoft Office file format exploits accounted for between 0.5 and 2.8
percent of the document format exploits that were detected each quarter
in 2010.

2 Microsoft also detected a very small numifeexploits that affect JustSystems Ichitaro, a Japiresege
word processing program. These exploits affected fewer than 200 computers each quarter and are not shown in

the figure.

21


http://www.microsoft.com/security/portal/Threat/Encyclopedia/Search.aspx?query=Win32/Pdfjsc
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2,200,000

Operating System Exploits

Figure9 shows the prevalence of different operating system exploits by quarter in
2010.

Figure 9. Operating system exploits detected by Microsoft desktop antimalware products in 2010
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A Several of the operating system exploits with the most detections in 2010
were caused by worms that spread in ways that result in large numbers
of detections on eaclomputer they try to infectrigure9 provides
another perspective on these statistics, @imavs the number of
individual computers that reported exploit attemfis several of these
exploits in addition to the total number of detections.

A Operating system exploits had been declining for several years prior to
2010, and detections numbered less than 200,000 in each of the first two
quarters of the year. This declinganged in 3Q10 with the discovery
and publication of twaeraday exploit&xploits that take advantage of
undisclosed or newly disclosed vulnerabilities before the vendor releases
security updates for them) for two vulnerabilities that affect Windows,
CVE2010-1885andCVE2010-2568

A CVE2010-1885 is a vulnerability that affects the Windows Help and
Support Cater in Windows XP and Windows Ser@2003. Details of
the vulnerability were made public on June 10, 2010, about three weeks
before the end of the second quarter,
banddé Secuv3leoy2 tdBaddressethe vumerability on July
13.


http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-1885
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2568
http://www.microsoft.com/technet/security/Bulletin/MS10-042.mspx

Microsoft detected eelativelysmall number of exploits targeting CVE
2010-1885 (fewer than 14,000 worldwide) in 2Q10, followed by a steep
rise to more than 20,000 detections in the third quarter. By the end of
the year, exploitation had declined significantly, with fewer than 65,000
detections in 4Q10.

For additional information, see the pastacks on the Windows Help
and Support Center Vulnerability (C\010-1885) (June 30, 2010) on
the MMPC bloghttp://blogs.technet.com/mmpc

CVE2010-2568 is a vulnerability that involves the way Windows Shell
handles shortcut files. This vulnerability was first discovered inJuiy
2010 following analysis of th&/in32/Stuxneworm, which uses the
vulnerability as a means of propagation. Microsoft issued aofdnsnd
Security BulletinMS10046, to address the vulnerability on August 2.
Initially, Stuxnet was the only family found to be making significant use
of CVE2010-2568 exploits, but detections and removals rose as authors
of other malware families, includingin32/Vobfusand Win32/Sality
began releasing new variarhat exploited the vulnerabilit§zor

additional information, see the pdStuxnet, malicious .LNKs, ...and

then there was Sali@uly30, 2010) on the MMPC blog,
http://blogs.technet.com/mmpc

CVE2010-2568 exploits affected about as many computers in 3Q10 as
CVE2010-1885 exploits, but the number of detections per infected
computer was muchigher (12.9 detections per infected computer,
compared to 1.5 for CVM2010-1885). The Stuxnet worm uses USB
storage devices as its primary transmission vector, and the nature of the
shortcut vulnerability caused some computers to log large numbers of
detetions as the Windows Shell repeatedly attempted to process the
same malicious shortcut file.

CVE2006-3439 is a vulnerability that affects the Server service in
Windows 2000 pre-Service Pack 3 versionsWifndows XP, angre-
Service Pack 2 versionswfndows Server 2003. Microsoft issued
Security BulletilMiS06040to address the vulnerability in August 2006.

In this case, although Microsoft detected significant numbers ofiorfec
attempts targeting CVE006-3439, the actual number of computers
involvedwas quite small (fewer than 3,000 worldwide each quprter
Exploits targeting network servicesich aghe Server service, can
generate large numbers of detections bytiea antimalware products:
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http://blogs.technet.com/b/mmpc/archive/2010/06/30/attacks-on-the-windows-help-and-support-center-vulnerability-cve-2010-1885.aspx
http://blogs.technet.com/b/mmpc/archive/2010/06/30/attacks-on-the-windows-help-and-support-center-vulnerability-cve-2010-1885.aspx
http://blogs.technet.com/mmpc
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fStuxnet
http://www.microsoft.com/technet/security/bulletin/MS10-046.mspx
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fVobfus
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fSality
http://blogs.technet.com/b/mmpc/archive/2010/07/30/stuxnet-malicious-lnks-and-then-there-was-sality.aspx
http://blogs.technet.com/b/mmpc/archive/2010/07/30/stuxnet-malicious-lnks-and-then-there-was-sality.aspx
http://blogs.technet.com/mmpc
http://www.microsoft.com/technet/security/bulletin/ms06-040.mspx
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a worm traversing a network may make repeated attempts to infect an
individual computer using the exploit, with each unsuccessful attempt
logged as a separatetection.

In general, successful exploitation of operating system vulnerabilities as
old as CVE2006-3439 should be rare, as most of the Windows
installations that were initially affected have since been updated with the
appropriate security updates omgee packs or replaced by newer
versions of Windows that are not affected by the vulnerability. In 2010,
detections of CVE2006-3439 exploits were strongly correlated with
detections of the uncommdFrojanfamily Win32/ServStaytsuggesting a
possible connection between the two.

Security Breach Trends

In recent years, laws have been passed in a number of jurisdictions around the
world that require #ected individuals to be notified when an organizatmses
control of personally identifiable information (PII) with which it has been
entrusted. These mandatory notifications offer unigue insights into how
informationsecurity efforts need to addressues of negligence as well as
technology.

The information in this section was generated from worldwide data security
breachreports from news media outlets and other information sources that
volunteers haveecorded in the Data Loss Database (DataLos#DB)
http://datalossdb.orgSeeSecurity Breach Trendts the dReference Guide
section of théSecurity Intelligence Repettsite &r more information about the
DatalLossDB and the breach types referenced here.)


http://www.microsoft.com/security/portal/Threat/Encyclopedia/Search.aspx?query=Win32/ServStart
http://datalossdb.org/
http://www.microsoft.com/security/sir/guide/default.aspx#section_3_3

Figure 10. Security breach incidents by incident type, 3Q091 4Q10
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A The largest single category of incidénteach of the pasiix quarters
involved stolen equipmentanging from a high of 34.5 percent of the
total in 3Q09to a low of 18.6 percent of thetalin 4Q10.
A Malicious incidents (those involving oOhacki n.

fraud) routinelyaccount for less than half as mangidents as
negligence (involving losstolen, or missing equipment; accidental
disclosurepr improper disposal), ddgure 11 illustrates.

A Improper disposal of bursess records accounts fisignificant portion
of incidents and iselatively easy for organizations to address by
developing and enforcing effective poligiegarding the destruction of
paper and electronic recortisat contain sensitiverformation.
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Figure 11. Breach incidents resulting from attacks and negligence, 3Q09i 4Q10
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Malware and Potentially
Unwanted Software

Except where specified, the information in this section was compiled from
telemetrydatathat wasgenerated fnm more than 600 million computers
worldwideand some of the busi esAppehdixtBBer net
Data Sourcés o0 n 71doa rgoee information about the telemetry used in this
report.)

Global Infection Rates

The telemetry data generated by Micr@®afecurity productérom users who

choose to opt in to data collectigmcludes information abotthe location of the
computer, as determined by the setting of ltloeation tab or menun Regional
and Language Optionsn Control Panel. This data makes it possibledmpare
infection rates, patterns, and trends in different locations around the world.

onl

Figure 12. The locations with the most computers reporting detections and removals by Microsoft desktop antimalware

products in 2010

. Country/Reglo 2Q10 3Q10 4Q10 ctr;gfg

United States 11,025,811 9,609,215 11,340,751 11,817,437 4.2%=

S 0,
2 Brazil 2,026,578 2,354,709 2,985,999 2,922,695 2.15/0
: -8.6%

3 China 2,168,810 1,943,154 2,059,052 1,882,460 5
. . 18.9%

5 United Kingdol 1,490,594 1,285,570 1,563,102 1,857,905 s
12.1%

4  France 1,943,841 1,510,857 1,601,786 1,794,953 .
0,
7 Korea 962,624 1,015,173 1,070,163 1,678,368 56'2/0
. -3.9%

6 Spain 1,358,584 1,348,683 1,588,712 1,526,491 5
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. Country/Regio 2Q10 3Q10 4Q10 CtI;g43§

9
9 Russia 700,685 783,210 928,066 1,311,665 41.3%
10.6%

8 Germany 949,625 925,332 1,177,414 1,302,406
9
10 lItaly 836,593 794,099 900,964 998,458 10'2/0

A Detections in Korea rose 56.8 percent from 3Q10 to 4Q10, with three
familiesi Win32/0OnescanWin32/Parite andWin32/Nbaifi
representing 77 percent of the 840 increase. Onescan, a Korean
language rogue security software family first detected in 4Q10, whHis its
responsible for about 32 percent of all detections in Korea. (For more
i nf or ma RagoerSecurity Saftwde o n 4lp a g e

Figure 13. False malware detections by Win32/Onescan, a Korean-language rogue security software family
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http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Rogue%3aWin32%2fOnescan
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fParite
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Adware%3aWin32%2fNbar

A Detections in Russia rose 41.3 percent from 3Q to 4Q, primzeitpuse
of a significant increase in the number of computers running Microsoft
Security Essentials there.

In absolute terms, the locations with the most computepsrting detections

tend to be ones witharge populations and large numbers of computeos. T
control for this effectFigure 14 shows the infection rates in locations around the
world using a metric callecomputersleaned penille(thousand) or CCM

which represents the number of reported computdeanedn a quarterfor

every 1,000 executions of tiicrosoft Window® Malicious Software Removal

Tool (MSRT}.(See thé&ecurity Intelligence Rewetisite for morénformation
about the CCM metric.)

Figure 14. Infection rates by country/region in 1H10 (top) and 2H10 (bottom), by CCM

Malware detections (per 1000)
by country/region in 1H10

Microsoft Malware Protection Center
http://wrw.microsoft.com/mmpc

3 For the maps irFigure 14, the CCM totals are averaged for the first two and last two quarters of 2010,
respectively, to produce CCM totals for 1H10 and 2H10.

29



30

Malware detections (per 1000)
by country/regionin 2H10 | R

W oo
W oo

Microsoft Malware Protection Center
http://wwaw.microsoft.com/mmpc

sufficient Data

A Among locations with at least 100,000 executions of MSRT in 4Q10,
Korea had the highest infection rate, with 40.3 computers cleaned for
everyl,000 MSRT executions (CCM 40.3). Following Korea were Spain
(33.2), Turkey (32.8), Taiwan (24.3), and Brazil (20.8).

A For the entire year, Turkey had the highest average quarterly CCM at
36.8, followed by Spain (36.1), Korea (34.8), Taiwan (29.7), andIBraz
(24.7). These five locations have consistently had the highest infection
rates among large countries and regions for most of the past six quarters,
as shown irFigurel5 on page31.

A Locations with low infection rates include Mongolia (1.3 average CCM
for 2010), Bangladesh (1.4), and Belarus (1.6). Large countries and
regionswith low infection rates include the Philippines (3.1), Austria
(3.4), India (3.8), and Japan (4.4).

Detections and removalsindividual countries/regions can vasignificantly

from period to period. Increases in the number of computétts detectionsan

be caused natnly by increased prevalence of malware in that country but also
by improvements irthe ability of Microsoft antimalware solutions to detect
malware. Large numbers of newtimalwarenstallations in a locatioalso
typicallyincrease th number of computers cleanidthat location

The next two figures illustrate infection rate trends for specific locations around
theworld, relative to the trends for all locations with at least 100,000 MSRT
executioneachquarterin 2010. (Seenfection Trends Worldwid@n the Key


http://www.microsoft.com/security/sir/keyfindings/default.aspx

Findinggsection of th&ecurity IntelligerReportvebsite for additional details
about this information.)

Figure 15. Trends for the five locations with the highest infection rates in 4Q10, by CCM (100,000 MSRT executions
minimum per quarter in 2010)

A Korea has come under sustained attack in recent quarststingin a
dramatic rise fromth place in 3Q10 tdst placein 4Q10. The CCM in
Korea rose from 23.6 in 4Q09 to 40.3 a year later, an increase of 16.7
points, or 71.1 percefit the largest such increase over the past y8ae
the dGlobal Threat Assessméséction of theSecurity Intelligence Report
websitefor more informatiorabout threats in Korep

A Korea, Spain, Turkey, Taiwan, and Brazil have occupied the top five
spots among large countries and regions with the highfesition rates
in all but one of the last six quarters (the sole exception being 4Q09,
when Portugal edged Korea fahplace).
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http://www.microsoft.com/security/sir/threat/default.aspx#introduction





























































































































































