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About This Report 

Scope 

The Microsoft® Security Intelligence Report (SIR) focuses on software 

vulnerabilities, software vulnerability exploits, malicious and potentially 

unwanted software, and security breaches. Past reports and related resources are 

available for download at www.microsoft.com/sir. We hope that readers find the 

data, insights, and guidance provided in this report useful in helping them 

protect their organizations, software, and users. 

Reporting Period 

In this volume of the Microsoft Security Intelligence Report, statistics about malware 

families and infections are reported on a quarterly basis and other statistics 

continue to be reported on a half-yearly basis, with a focus on 2010. 

 

Throughout the report, half-yearly and quarterly time periods are referenced 

using the nHyy or nQyy formats, respectively, where yy indicates the calendar 

year and n indicates the half or quarter. For example, 1H10 represents the first 

half of 2010 (January 1 through June 30), and 2Q10 represents the second 

quarter of 2010 (April 1 through June 30). To avoid confusion, please pay 

attention to the reporting period or periods being referenced when considering 

the statistics in this report. 

Conventions 

This report uses the Microsoft Malware Protection Center (MMPC) naming 

standard for families and variants of malware and potentially unwanted software. 

For information about this standard, see òMicrosoft Malware Protection Center 

Naming Standardó on the MMPC website. 

 

http://www.microsoft.com/sir
http://www.microsoft.com/security/portal/Shared/MalwareNaming.aspx
http://www.microsoft.com/security/portal/Shared/MalwareNaming.aspx
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Key Findings Summary 

Volume 10 of the Microsoft® Security Intelligence Report (SIRv10) provides in-

depth perspectives on software vulnerabilities, software vulnerability exploits, 

malicious and potentially unwanted software, and security breaches in both 

Microsoft and third party software. Microsoft developed these perspectives based 

on detailed trend analysis over the past several years, with a focus on 2010.  

This document summarizes the key findings of the report. The full SIRv10 also 

includes deep analysis of trends found in 117 countries/regions around the world 

and offers ways to manage risks to your organization, software, and people. 

The full SIRv10, as well as previous volumes of the report and related videos, can 

be downloaded from www.microsoft.com/sir. 

Vulnerability Disclosures 

¶ Vulnerabilities in applications versus operating systems or web browsers 

continued to account for a large majority of all vulnerabilities in 2010, 

although the total number of application vulnerabilities declined 22.2 

percent from 2009. 

¶ Industry vulnerability disclosure trends continue an overall trend of 

moderate declines since 2006. This trend is likely because of better 

development practices and quality control throughout the industry, 

which result in more secure software and fewer vulnerabilities.  

¶ Vulnerability disclosures for Microsoft products increased slightly in 

2010 but have generally remained stable over the past several periods. 

Exploits 

¶ The exploitation of Java vulnerabilities sharply increased in the third 
quarter of 2010 and surpassed every other exploitation category that the 

http://www.microsoft.com/sir
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MMPC tracks, including generic HTML/scripting exploits, operating 
system exploits, and document exploits. 

¶ Exploits that use HTML and JavaScript steadily increased throughout the 
year and continue to represent a large portion of exploits.  The most 
prevalent type of attack in this category involved malicious IFrames. 

¶ The number of Adobe Acrobat and Adobe Reader exploits dropped by 
more than half after the first quarter and remained near this reduced 
level throughout the remainder of the year. 

Malware and Potentially Unwanted Software 

¶ Except where specified, the information in this section was compiled 

from telemetry data that was generated from more than 600 million 

computers worldwide and some of the busiest online services on the 

Internet. 

Operating System Infection Rates 

¶ As in previous periods, infection rates for more recently released 

Microsoft operating systems and service packs are consistently lower 

than older ones, for both client and server platforms. Windows 7 and 

Windows Server 2008 R2, the most recently released Windows client 

and server versions, respectively, have the lowest infection rates. 

¶ Infection rates for the 64-bit versions of Windows Vista® and Windows 

7 are lower than for the corresponding 32-bit versions of those operating 

systems. One reason may be that 64-bit versions of Windows still appeal 

to a more technically savvy audience than their 32-bit counterparts, 

despite increasing sales of 64-bit Windows versions among the general 

computing population. Kernel Patch Protection (KPP), a feature of 64-bit 

versions of Windows that protects the kernel from unauthorized 

modification, may also contribute to the difference by preventing certain 

types of malware from operating. 

Threat Families 

¶ JS/Pornpop, the most commonly detected family in 4Q10, is a detection 

for specially crafted JavaScript-enabled objects that attempt to display 

http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Adware%3aJS%2fPornpop.A
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pop-under advertisements in usersõ web browsers, usually with adult 

content. 

¶ Detections and removals of Win32/Autorun, a generic detection for 

worms that spread between mounted volumes using the Autorun feature 

of Windows, increased significantly in 4Q10, although Autorun dropped 

to second place because of the spread of Pornpop. 

¶ Win32/Taterf, the most prevalent threat in 2Q10, dropped to third by 

4Q10. Taterf belongs to a category of threats that are designed to steal 

passwords for popular online computer games and transmit them to the 

attackers. See òOnline Gaming-Related Familiesó on page 62 of Microsoft 

Security Intelligence Report, Volume 5 (January through June 2008) for more 

information about these threats. 

Home and Enterprise Threats 

Á Seven malware families are common to home and enterprise network 

environments, although they are ordered differently and in different 

proportions. The worm family Win32/Conficker, which uses several 

methods of propagation that work more effectively within a typical 

enterprise network environment than they do over the public Internet, 

leads the domain-joined list by a significant margin, but ranks ninth on 

the non-domain list. 

Á On non-domain computers, JS/Pornpop was the most commonly 

detected family in 4Q10 and the fourth most commonly detected family 

in 2010 overall. By contrast, this family was detected much less often on 

domain-joined computers. Pornpop is often found on websites that host 

illegal or illicit content, which users in domain environments are often 

restricted from accessing by organizational policy or blocking software. 

Email Threats 

Á After increasing gradually and then reaching a plateau through the first 

eight months of 2010, the number of spam messages received and 

blocked by Microsoft Forefront® Online Protection for Exchange 

(FOPE) dropped abruptly in September, and again in December. These 

http://www.microsoft.com/security/portal/Threat/Encyclopedia/Search.aspx?query=Win32/Autorun
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fTaterf
http://www.microsoft.com/downloads/en/details.aspx?FamilyId=B2984562-47A2-48FF-890C-EDBEB8A0764C
http://www.microsoft.com/downloads/en/details.aspx?FamilyId=B2984562-47A2-48FF-890C-EDBEB8A0764C
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fConficker
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Adware%3aJS%2fPornpop.A
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drops can be correlated with events involving two of the worldõs most 

significant spam-sending botnets: 

o During the last week of August 2010, researchers affiliated with the 

security firm LastLine spearheaded a coordinated takedown of 

command-and-control (C&C) servers associated with the 

Win32/Cutwail spambot. In the days following the takedown, FOPE 

recorded a significant drop in the average daily volume of messages 

blocked. 

o On or about December 25, 2010, spam researchers around the world 

recorded an almost complete cessation of spam originating from the 

large Rustock botnet, with some spam trackers reporting a drop in 

the global spam rate as high as 50 percent or more. During the final 

week of December, the number of messages blocked by FOPE was 

almost 30 percent less than in the prior week, compared to a drop of 

less than two percent between the final two weeks of 2009. The 

Rustock botnet subsequently began sending spam again in mid-

January, and the number of messages blocked by FOPE has risen 

accordingly. The reasons for this hiatus are still being investigated. 

Spam Types 

Á Advertisements for nonsexual pharmaceutical products accounted for 

32.4 percent of the spam messages blocked by FOPE content filters in 

2010. 

Á Together with nonpharmaceutical product ads (18.3 percent of the total) 

and advertisements for sexual performance products (3.3 percent), 

product advertisements accounted for 54.0 percent of spam in 2010, 

which is down from 69.2 percent a year ago. 

Malicious Websites 

Á In the first half of 2010, phishers showed signs of targeting online 

gaming sites with increasing frequency, although this push appeared to 

have dwindled as social networks came under increased attack. 

Impressions that targeted gaming sites reached a high of 16.7 percent of 

http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fCutwail
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fRustock
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all impressions in June before dropping to a more typical 2.1 percent in 

December. 

Á Phishing sites that target social networks routinely receive the highest 

number of impressions per active phishing site. The percentage of active 

phishing sites that targeted social networks increased during the final 

months of the year, but still only accounted for 4.2 percent of active sites 

in December, despite receiving 84.5 percent of impressions that month. 

Nevertheless, the number of active sites targeting gaming sites remained 

relatively high during the second half of the year, which suggests that 

more campaigns may be coming. 
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Trustworthy Computing: 

Security Engineering at 

Microsoft  

Amid the increasing complexity of todayõs computing threat landscape and the 

growing sophistication of criminal attacks, enterprises and governments are more 

focused than ever on protecting their computing environments so that they and 

their constituents can feel safer online. With more than a billion systems using its 

products and services worldwide, Microsoft collaborates with partners, industry, 

and governments to help create a safer, more trusted Internet.  

Trustworthy Computing (TwC), formed in 2002, is Microsoftõs commitment to 

creating and delivering secure, private, and reliable computing experiences based 

on sound business practices. The intelligence provided in this report comes from 

Trustworthy Computing security centers that deliver in-depth threat intelligence, 

threat response, and security science, as well as information from product groups 

across Microsoft. The report is designed to give our customers, partners, and the 

industry a better understanding of the threat landscape so that they will be in a 

better position to protect themselves and their assets from criminal activity.  
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Vulnerabilities 

Vulnerabilities are weaknesses in software that enable an attacker to compromise 

the integrity, availability, or confidentiality of that software or the data it 

processes. Some of the worst vulnerabilities allow attackers to run arbitrary code, 

called exploits, on the compromised system. See Industry-Wide Vulnerability 

Reports in the òReference Guideó section of the Security Intelligence Report website 

for more information about vulnerabilities. 

Vulnerability Severity 

The Common Vulnerability Scoring System (CVSS) is a standardized, platform-

independent scoring system for rating IT vulnerabilities. The CVSS assigns a 

numeric value between 0 and 10 to vulnerabilities according to severity, with 

higher scores representing greater severity. (See Vulnerability Severity in the 

òReference Guideó section of the Security Intelligence Report website for more 

information.) 

http://www.microsoft.com/security/sir/guide/default.aspx#section_2
http://www.microsoft.com/security/sir/guide/default.aspx#section_2
http://www.microsoft.com/security/sir/guide/default.aspx#section_2
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Figure 1. Industry-wide vulnerability disclosures by severity, 2006ï2010 

 

Á Although the number of Medium and High severity vulnerabilities 

disclosed is routinely much greater than the number of Low severity 

vulnerability disclosures, the trend in 2010 is a positive one, with 

Medium and High disclosures declining by 17.5 percent and 20.2 

percent from 2009, respectively. 

Á Low severity vulnerability disclosures increased 45.8 percent, from 190 

in 2009 to 277 in 2010. 

Á Mitigating the most severe vulnerabilities first is a security best practice. 

High severity vulnerabilities that scored 9.9 or greater represent 5.5 

percent of all vulnerabilities disclosed in 2010, as Figure 2 illustrates. 

This percentage is down from 6.7 percent in 2009. 
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Figure 2. Industry-wide vulnerability disclosures in 2010, by severity 

 

Vulnerability Complexity 

Some vulnerabilities are easier to exploit than others, and vulnerability 

complexity is an important factor to consider in determining the magnitude of 

the threat that a vulnerability poses. A High severity vulnerability that can only 

be exploited under very specific and rare circumstances might require less 

immediate attention than a lower severity vulnerability that can be exploited 

more easily. 

The CVSS gives each vulnerability a complexity ranking of Low, Medium, or 

High. (See Vulnerability Complexity in the òReference Guideó section of the 

Security Intelligence Report website for more information about the CVSS 

complexity ranking system.) Figure 3 shows the complexity mix for 

vulnerabilities disclosed each year since 2006. Note that Low complexity 

indicates greater danger, just as High severity indicates greater danger in Figure 

2. 

http://www.microsoft.com/security/sir/guide/default.aspx#section_2


 

15 
 

Figure 3. Industry-wide vulnerabilities by access complexity, 2006ï2010 

 

Á As with vulnerability severity, the trend here is a positive one, with Low 

and Medium complexity vulnerability disclosures declining 28.3 percent 

and 5.0 percent from 2009, respectively. 

Á High complexity vulnerability disclosures increased 43.3 percent, from 

120 in 2009 to 172 in 2010. 

Operating System, Browser, and Application 

Vulnerabilities 

Figure 4 shows industry-wide vulnerabilities for operating systems, browsers, 

and applications since 2006. (See Operating System, Browser, and Application 

Vulnerabilities in the òReference Guideó section of the Security Intelligence Report 

website for an explanation of how operating system, browser, and application 

vulnerabilities are distinguished.) 

http://www.microsoft.com/security/sir/guide/default.aspx#section_2
http://www.microsoft.com/security/sir/guide/default.aspx#section_2
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Figure 4. Industry-wide operating system, browser, and application vulnerabilities, 2006ï2010 

 

Á Application vulnerabilities continued to account for a large majority of all 

vulnerabilities in 2010, although the total number of application 

vulnerabilities declined 22.2 percent from 2009. 

Á Operating system and browser vulnerabilities remained relatively stable 

by comparison, with each type accounting for a small fraction of the 

total. 

 

Vulnerability Disclosures 

A disclosure, as the term is used in the SIR, is the revelation of a software 

vulnerability to the public at large. It does not refer to any sort of private 

disclosure or disclosure to a limited number of people. Disclosures can come 

from a variety of sources, including the software vendor itself, security software 

vendors, independent security researchers, and even malware creators. 

The information in this section is compiled from vulnerability disclosure data 

that is published in the National Vulnerability Database (http://nvd.nist.gov), the 

U.S. government repository of standards-based vulnerability management. 

http://nvd.nist.gov/
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Figure 5 charts vulnerability disclosures for Microsoft and non-Microsoft 

products since 2006. 

Figure 5. Vulnerability disclosures for Microsoft and non-Microsoft products, 2006ï2010 

 

Á Vulnerability disclosures across the industry were down 16.5 percent in 

2010 from 2009. 

Á This decline continues an overall trend of moderate declines since 2006. 

This trend is likely because of better development practices and quality 

control throughout the industry, which result in more secure software 

and fewer vulnerabilities. (See Protecting Your Software in the òManaging 

Riskó section of the Security Intelligence Report website for additional 

details and guidance about secure development practices.) 

Á Vulnerability disclosures for Microsoft products increased slightly in 

2010 but have generally remained stable over the past several periods. 

Á Vulnerabilities in Microsoft products accounted for 7.2 percent of all 

vulnerabilities disclosed in 2010. This percentage is up from 4.5 percent 

in 2009, primarily because of the overall decline in vulnerability 

disclosures across the industry during that time. 

http://www.microsoft.com/security/sir/strategy/default.aspx#section_3
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Exploits 

An exploit is malicious code that takes advantage of software vulnerabilities to 

infect a computer, without the userõs consent and usually without the userõs 

knowledge. Exploits target vulnerabilities in the operating system, web browsers, 

applications, or software components that are installed on the computer. In some 

scenarios, targeted components are add-ons that are pre-installed by the 

computer manufacturer before the computer is sold. A user may not even use the 

vulnerable add-on or be aware that it is installed. Some software has no facility 

for updating itself, so even if the software vendor publishes an update that fixes 

the vulnerability, the user may not know that the update is available or how to 

obtain it, and therefore remains vulnerable to attack. 

Software vulnerabilities are enumerated and documented in the Common 

Vulnerabilities and Exposures list (CVE) (http://cve.mitre.org), a standardized 

repository of vulnerability information. Here and throughout this report, exploits 

are labeled with the CVE identifier that pertains to the affected vulnerability, if 

applicable. In addition, exploits that affect vulnerabilities in Microsoft software 

are labeled with the Microsoft Security Bulletin number that pertains to the 

vulnerability, if applicable.1 

Figure 6 shows the prevalence of different types of exploits for each quarter in 

2010. 

                                                   
1 See www.microsoft.com/technet/security/Current.aspx to search and read Microsoft Security Bulletins. 

http://cve.mitre.org/
http://www.microsoft.com/technet/security/Current.aspx
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Figure 6. Exploits detected by Microsoft desktop antimalware products in 2010, by targeted platform or technology 

 

Á Malware written in Java has existed for many years, but attackers had not 

focused significant attention on exploiting Java vulnerabilities until 

somewhat recently. In 3Q10, the number of Java attacks increased to 

fourteen times the number of attacks recorded in 2Q10, driven mostly 

by the exploitation of a pair of vulnerabilities in versions of the Sun (now 

Oracle) JVM, CVE-2008-5353 and CVE-2009-3867. Together, these two 

vulnerabilities accounted for 85 percent of the Java exploits detected in 

the second half of 2010. 

Á Exploits that target document editors and readers, such as Microsoft® 

Word and Adobe Reader, declined in 2Q10 and remained at a lower 

level thereafter. 

Á Operating system exploits, which have been less prevalent than other 

types of exploits for several years, increased significantly in 3Q10, 

primarily because of exploitation of two Windows® vulnerabilities. 

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-5353
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-3867
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HTML and JScript/JavaScript Exploits 

Figure 7 shows the prevalence of different types of HTML and 

Jscript®/JavaScript exploits each quarter in 2010. 

Figure 7. Types of HTML and JScript/JavaScript exploits detected by Microsoft desktop antimalware products in 2010 

 

Á Most of the exploits observed involved malicious HTML inline frames 

(IFrames) that surreptitiously open pages hosting malicious code in 

usersõ web browsers. 

Á Exploits that target Windows Internet Explorer® vulnerabilities 

accounted for between 19 and 36 percent of HTML-related exploits each 

quarter. Most of these exploits targeted CVE-2010-0806, a vulnerability 

that affects Internet Explorer versions 6 and 7 running on versions of 

Windows earlier than Windows 7 and Windows Server 2008 R2. 

Microsoft has issued Security Bulletin MS10-018 to address this 

vulnerability. For more information, see the post òActive Exploitation of 

CVE-2010-0806ó (March 30, 2010) on the MMPC blog 

(http://blogs.technet.com/mmpc). 

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0806
http://www.microsoft.com/technet/security/Bulletin/MS10-018.mspx
http://blogs.technet.com/b/mmpc/archive/2010/03/30/active-exploitation-of-cve-2010-0806.aspx
http://blogs.technet.com/b/mmpc/archive/2010/03/30/active-exploitation-of-cve-2010-0806.aspx
http://blogs.technet.com/mmpc
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Document Exploits 

Figure 8 shows the prevalence of different types of document format exploits by 

quarter in 2010.2 

Figure 8. Types of document exploits detected by Microsoft desktop antimalware products in 2010 

 

Á Exploits that affected Adobe Acrobat and Adobe Reader accounted for 

most document format exploits detected throughout 2010. Almost all of 

these exploits involved the generic exploit family Win32/Pdfjsc. 

Á Adobe Acrobat and Adobe Reader exploits dropped by more than half 

after the first quarter and remained near this reduced level throughout 

the remainder of the year. 

Á Microsoft Office file format exploits accounted for between 0.5 and 2.8 

percent of the document format exploits that were detected each quarter 

in 2010.  

                                                   
2 Microsoft also detected a very small number of exploits that affect JustSystems Ichitaro, a Japanese-language 
word processing program. These exploits affected fewer than 200 computers each quarter and are not shown in 
the figure. 

http://www.microsoft.com/security/portal/Threat/Encyclopedia/Search.aspx?query=Win32/Pdfjsc
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Operating System Exploits 

Figure 9 shows the prevalence of different operating system exploits by quarter in 

2010. 

Figure 9. Operating system exploits detected by Microsoft desktop antimalware products in 2010 

 

Á Several of the operating system exploits with the most detections in 2010 

were caused by worms that spread in ways that result in large numbers 

of detections on each computer they try to infect. Figure 9 provides 

another perspective on these statistics, and shows the number of 

individual computers that reported exploit attempts for several of these 

exploits, in addition to the total number of detections. 

Á Operating system exploits had been declining for several years prior to 

2010, and detections numbered less than 200,000 in each of the first two 

quarters of the year. This decline changed in 3Q10 with the discovery 

and publication of two zero-day exploits (exploits that take advantage of 

undisclosed or newly disclosed vulnerabilities before the vendor releases 

security updates for them) for two vulnerabilities that affect Windows, 

CVE-2010-1885 and CVE-2010-2568. 

Á CVE-2010-1885 is a vulnerability that affects the Windows Help and 

Support Center in Windows XP and Windows Server® 2003. Details of 

the vulnerability were made public on June 10, 2010, about three weeks 

before the end of the second quarter, and Microsoft issued an òout-of-

bandó Security Bulletin, MS10-042, to address the vulnerability on July 

13.  

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-1885
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2568
http://www.microsoft.com/technet/security/Bulletin/MS10-042.mspx
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Microsoft detected a relatively small number of exploits targeting CVE-

2010-1885 (fewer than 14,000 worldwide) in 2Q10, followed by a steep 

rise to more than 250,000 detections in the third quarter. By the end of 

the year, exploitation had declined significantly, with fewer than 65,000 

detections in 4Q10.  

For additional information, see the post Attacks on the Windows Help 

and Support Center Vulnerability (CVE-2010-1885) (June 30, 2010) on 

the MMPC blog, http://blogs.technet.com/mmpc. 

Á CVE-2010-2568 is a vulnerability that involves the way Windows Shell 

handles shortcut files. This vulnerability was first discovered in mid-July 

2010 following analysis of the Win32/Stuxnet worm, which uses the 

vulnerability as a means of propagation. Microsoft issued an out-of-band 

Security Bulletin, MS10-046, to address the vulnerability on August 2. 

Initially, Stuxnet was the only family found to be making significant use 

of CVE-2010-2568 exploits, but detections and removals rose as authors 

of other malware families, including Win32/Vobfus and Win32/Sality, 

began releasing new variants that exploited the vulnerability. For 

additional information, see the post Stuxnet, malicious .LNKs, ...and 

then there was Sality (July 30, 2010) on the MMPC blog, 

http://blogs.technet.com/mmpc. 

CVE-2010-2568 exploits affected about as many computers in 3Q10 as 

CVE-2010-1885 exploits, but the number of detections per infected 

computer was much higher (12.9 detections per infected computer, 

compared to 1.5 for CVE-2010-1885). The Stuxnet worm uses USB 

storage devices as its primary transmission vector, and the nature of the 

shortcut vulnerability caused some computers to log large numbers of 

detections as the Windows Shell repeatedly attempted to process the 

same malicious shortcut file. 

Á CVE-2006-3439 is a vulnerability that affects the Server service in 

Windows 2000, pre-Service Pack 3 versions of Windows XP, and pre-

Service Pack 2 versions of Windows Server 2003. Microsoft issued 

Security Bulletin MS06-040 to address the vulnerability in August 2006. 

In this case, although Microsoft detected significant numbers of infection 

attempts targeting CVE-2006-3439, the actual number of computers 

involved was quite small (fewer than 3,000 worldwide each quarter). 

Exploits targeting network services, such as the Server service, can 

generate large numbers of detections by real-time antimalware products: 

http://blogs.technet.com/b/mmpc/archive/2010/06/30/attacks-on-the-windows-help-and-support-center-vulnerability-cve-2010-1885.aspx
http://blogs.technet.com/b/mmpc/archive/2010/06/30/attacks-on-the-windows-help-and-support-center-vulnerability-cve-2010-1885.aspx
http://blogs.technet.com/mmpc
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fStuxnet
http://www.microsoft.com/technet/security/bulletin/MS10-046.mspx
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fVobfus
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fSality
http://blogs.technet.com/b/mmpc/archive/2010/07/30/stuxnet-malicious-lnks-and-then-there-was-sality.aspx
http://blogs.technet.com/b/mmpc/archive/2010/07/30/stuxnet-malicious-lnks-and-then-there-was-sality.aspx
http://blogs.technet.com/mmpc
http://www.microsoft.com/technet/security/bulletin/ms06-040.mspx
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a worm traversing a network may make repeated attempts to infect an 

individual computer using the exploit, with each unsuccessful attempt 

logged as a separate detection. 

In general, successful exploitation of operating system vulnerabilities as 

old as CVE-2006-3439 should be rare, as most of the Windows 

installations that were initially affected have since been updated with the 

appropriate security updates or service packs or replaced by newer 

versions of Windows that are not affected by the vulnerability. In 2010, 

detections of CVE-2006-3439 exploits were strongly correlated with 

detections of the uncommon Trojan family Win32/ServStart, suggesting a 

possible connection between the two. 

Security Breach Trends 

In recent years, laws have been passed in a number of jurisdictions around the 

world that require affected individuals to be notified when an organization loses 

control of personally identifiable information (PII) with which it has been 

entrusted. These mandatory notifications offer unique insights into how 

information security efforts need to address issues of negligence as well as 

technology. 

The information in this section was generated from worldwide data security 

breach reports from news media outlets and other information sources that 

volunteers have recorded in the Data Loss Database (DataLossDB) at 

http://datalossdb.org. (See Security Breach Trends in the òReference Guideó 

section of the Security Intelligence Report website for more information about the 

DataLossDB and the breach types referenced here.) 

http://www.microsoft.com/security/portal/Threat/Encyclopedia/Search.aspx?query=Win32/ServStart
http://datalossdb.org/
http://www.microsoft.com/security/sir/guide/default.aspx#section_3_3
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Figure 10. Security breach incidents by incident type, 3Q09ï4Q10 

 

Á The largest single category of incidents in each of the past six quarters 

involved stolen equipment, ranging from a high of 34.5 percent of the 

total in 3Q09 to a low of 18.6 percent of the total in 4Q10. 

Á Malicious incidents (those involving òhackingó incidents, malware, and 

fraud) routinely account for less than half as many incidents as 

negligence (involving lost, stolen, or missing equipment; accidental 

disclosure; or improper disposal), as Figure 11 illustrates. 

Á Improper disposal of business records accounts for a significant portion 

of incidents and is relatively easy for organizations to address by 

developing and enforcing effective policies regarding the destruction of 

paper and electronic records that contain sensitive information. 
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Figure 11. Breach incidents resulting from attacks and negligence, 3Q09ï4Q10 
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Malware and Potentially 

Unwanted Software 

Except where specified, the information in this section was compiled from 

telemetry data that was generated from more than 600 million computers 

worldwide and some of the busiest Internet online services. (See òAppendix B: 

Data Sourcesó on page 71 for more information about the telemetry used in this 

report.) 

Global Infection Rates 

The telemetry data generated by Microsoft® security products from users who 

choose to opt in to data collection includes information about the location of the 

computer, as determined by the setting of the Location tab or menu in Regional 

and Language Options in Control Panel. This data makes it possible to compare 

infection rates, patterns, and trends in different locations around the world. 

Figure 12. The locations with the most computers reporting detections and removals by Microsoft desktop antimalware 
products in 2010 

 Country/Region 1Q10 2Q10 3Q10 4Q10 
Chg. 3Q 

to 4Q 

1 United States 11,025,811 9,609,215 11,340,751 11,817,437 4.2% ƶ 

2 Brazil 2,026,578 2,354,709 2,985,999 2,922,695 
-2.1% 

Ƹ 

3 China 2,168,810 1,943,154 2,059,052 1,882,460 
-8.6% 

Ƹ 

5 United Kingdom 1,490,594 1,285,570 1,563,102 1,857,905 
18.9% 

ƶ 

4 France 1,943,841 1,510,857 1,601,786 1,794,953 
12.1% 

ƶ 

7 Korea 962,624 1,015,173 1,070,163 1,678,368 
56.8% 

ƶ 

6 Spain 1,358,584 1,348,683 1,588,712 1,526,491 
-3.9% 

Ƹ 
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 Country/Region 1Q10 2Q10 3Q10 4Q10 
Chg. 3Q 

to 4Q 

9 Russia 700,685 783,210 928,066 1,311,665 
41.3% 

ƶ 

8 Germany 949,625 925,332 1,177,414 1,302,406 
10.6% 

ƶ 

10 Italy 836,593 794,099 900,964 998,458 
10.8% 

ƶ 
 

Á Detections in Korea rose 56.8 percent from 3Q10 to 4Q10, with three 

familiesñWin32/Onescan, Win32/Parite, and Win32/Nbarñ

representing 77 percent of the 3Qς4Q increase. Onescan, a Korean-

language rogue security software family first detected in 4Q10, was itself 

responsible for about 32 percent of all detections in Korea. (For more 

information, see òRogue Security Softwareó on page 41.) 

Figure 13. False malware detections by Win32/Onescan, a Korean-language rogue security software family 

 

http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Rogue%3aWin32%2fOnescan
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fParite
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Adware%3aWin32%2fNbar
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Á Detections in Russia rose 41.3 percent from 3Q to 4Q, primarily because 

of a significant increase in the number of computers running Microsoft 

Security Essentials there. 

In absolute terms, the locations with the most computers reporting detections 

tend to be ones with large populations and large numbers of computers. To 

control for this effect, Figure 14 shows the infection rates in locations around the 

world using a metric called computers cleaned per mille (thousand), or CCM, 

which represents the number of reported computers cleaned in a quarter for 

every 1,000 executions of the Microsoft Windows® Malicious Software Removal 

Tool (MSRT).3 (See the Security Intelligence Report website for more information 

about the CCM metric.) 

Figure 14. Infection rates by country/region in 1H10 (top) and 2H10 (bottom), by CCM 

 

                                                   
3 For the maps in Figure 14, the CCM totals are averaged for the first two and last two quarters of 2010, 
respectively, to produce CCM totals for 1H10 and 2H10. 
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Á Among locations with at least 100,000 executions of MSRT in 4Q10, 

Korea had the highest infection rate, with 40.3 computers cleaned for 

every 1,000 MSRT executions (CCM 40.3). Following Korea were Spain 

(33.2), Turkey (32.8), Taiwan (24.3), and Brazil (20.8). 

Á For the entire year, Turkey had the highest average quarterly CCM at 

36.8, followed by Spain (36.1), Korea (34.8), Taiwan (29.7), and Brazil 

(24.7). These five locations have consistently had the highest infection 

rates among large countries and regions for most of the past six quarters, 

as shown in Figure 15 on page 31. 

Á Locations with low infection rates include Mongolia (1.3 average CCM 

for 2010), Bangladesh (1.4), and Belarus (1.6). Large countries and 

regions with low infection rates include the Philippines (3.1), Austria 

(3.4), India (3.8), and Japan (4.4). 

Detections and removals in individual countries/regions can vary significantly 

from period to period. Increases in the number of computers with detections can 

be caused not only by increased prevalence of malware in that country but also 

by improvements in the ability of Microsoft antimalware solutions to detect 

malware. Large numbers of new antimalware installations in a location also 

typically increase the number of computers cleaned in that location. 

The next two figures illustrate infection rate trends for specific locations around 

the world, relative to the trends for all locations with at least 100,000 MSRT 

executions each quarter in 2010. (See Infection Trends Worldwide in the òKey 

http://www.microsoft.com/security/sir/keyfindings/default.aspx
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Findingsó section of the Security Intelligence Report website for additional details 

about this information.) 

Figure 15. Trends for the five locations with the highest infection rates in 4Q10, by CCM (100,000 MSRT executions 
minimum per quarter in 2010) 

 

Á Korea has come under sustained attack in recent quarters, resulting in a 

dramatic rise from 4th place in 3Q10 to 1st place in 4Q10. The CCM in 

Korea rose from 23.6 in 4Q09 to 40.3 a year later, an increase of 16.7 

points, or 71.1 percentñthe largest such increase over the past year. (See 

the òGlobal Threat Assessmentó section of the Security Intelligence Report 

website for more information about threats in Korea.) 

Á Korea, Spain, Turkey, Taiwan, and Brazil have occupied the top five 

spots among large countries and regions with the highest infection rates 

in all but one of the last six quarters (the sole exception being 4Q09, 

when Portugal edged Korea for 5th place). 

http://www.microsoft.com/security/sir/threat/default.aspx#introduction









































































































