
 
Scam and phishing messages in February accounted for 19 percent of all spam, which is 2 per-
centage points lower than in January, but nevertheless an elevated level.  Spammers continued 
to use the earthquake in Haiti, and the recent earthquake in Chile as another vector to utilize.  
They also used other current high-profile events, such as recent auto recalls, to deliver spam 
messages.  Also taking a look at international threats, this reports highlights attacks specific to 
Brazil, China, Russia, and India. 
 
Symantec observed a 16 percent increase from the previous month in all phishing attacks.  This 
was primarily due to an increase in the volume of unique URL and IP attacks.  13 percent of 
phishing URLs were generated using phishing toolkits, an increase of 9 percent from the previ-
ous month.  A 12 percent increase was observed in non-English phishing sites from the previous 
month.  There was a significant increase in phishing sites in Italian and French languages.  The 
increase in Italian language phishing was attributed to a rise in attacks on three Italian banks.  
Phishing on one Canadian financial institution and one French bank led to the rise in attacks in 
French.  More than 98 Web hosting services were used, which accounted for 12 percent of all 
phishing attacks. 
 
The following trends are highlighted in the March 2010 report: 
 
 Still No Sympathy From Spammers 
 Affected by Recalls?  Spammers Want to Know 
 Will the Trend Continue? 
 International Spam & Phishing Roundup 
 Phishing the Brands of Online Auction Marketing Tools 
 February 2010: Spam Subject Line Analysis 
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Affected by Recalls? Spammers Want to Know 

On February 27th, a strong earthquake with a magnitude of 8.8 occurred off the coast of Chile.  
As Symantec noted in last month’s report with the Haiti earthquake, spammers continue to 
leverage these tragic events for their benefit.  The example below downloads malware when 
the user clicks on the link to view the video. 
 
To protect from such malware threats as well as 
other types of scam and phishing attempts us-
ing these earthquakes as cover, Symantec sug-
gests that users: 
 
 Avoid clicking on suspicious links in e-mail or 

instant messages as these may be links to 
spoofed, or fake, Web sites.  

 Never fill out forms in messages that ask for 
personal or financial information or pass-
words. A reputable charitable organization 
is unlikely to ask for your personal details 
via e-mail. When in doubt, contact the or-
ganization in question via an independent, 
trusted mechanism, such as a verified tele-
phone number, or a known Internet address 
that you type into a new browser window 
(do not click or cut and paste from a link in the message).  

 
 
 
 
There has been several recalls from multi-
ple automobile manufacturers recently.  
Due to a very large number of vehicles in-
volved in this round of recalls, there has 
been widespread interest in developments 

regarding this event.  In these examples, spam-
mers trick the user to give up personal informa-
tion by pretending to be a legal industry repre-
sentative. 
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Will the Trend Continue?  

In the previous month’s report, Symantec highlighted a sharp decline in spam containing .cn 
URLs.  This was due to the China Internet Network Information Center (CNNIC)’s action to 
tighten registration of .cn domains.  Although spam messages containing .cn URL crept up a 
little bit towards the end of February, the effect of CNNIC’s new policy is clearly shown in the 
graph below. 
 
However, Symantec researchers have noticed a strong inverse relationship between .cn 
and .ru URLs as spam messages with .ru domains have increased dramatically.  Spammers may 
have just found themselves a refuge after getting pushed out by CNNIC. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Unlike last month when EMEA region recorded 7.9 percentage point increase month-over-
month, the geographical breakdown of origin of spam remained fairly flat in February. 
 
 



 
 
 
 
 

 

International Spam & Phishing Roundup  

Spammers delivered malware by luring 
the user with pictures of the Rio Carnival. 
 
 
 
 
 
 
 
 

Chinese spammers sent product spam 
using the Chinese New Year holiday. 
 
 
 
 
 
 
 
 
 

 
Russian spammers used the Defender 
of the Fatherland Day, a holiday ob-
served in Russia, to send replica prod-
uct spam. 



 

International Spam & Phishing Roundup 

Symantec observed an attack on the Indian Income Tax Department.  It is the season of tax 
returns in India and phishers chose the right time to send these phishing messages.  Most us-
ers are not aware of these attacks, which state that the customer is eligible for a tax refund.  
The email contained a link to a phishing site of the Indian Income Tax Department.  To obtain 
the tax refund, customers were asked to enter their confidential information.  The domain 
name of the fraudulent site was hosted on U.S.-based servers. 
 
This is a screenshot of one such phishing site: 
 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 



 
 
 
 
 

 

February 2010: Spam Subject Line Analysis 

Brands of online auction marketing tools were new phishing targets.  These tools are software 
applications that are intended to facilitate the sellers’ side of popular online auction websites.  
With the help of these tools, online auctions are easier and save time.  Phishing attacks target-
ing the brands of online auction and shopping websites are already common.  For better suc-
cess rates, phishers are now try-
ing alternate means to obtain the 
credentials of online auction cus-
tomers by attacking legitimate 
brands providing auction-
marketing tools. 
 
This is a phishing site that spoofs 
the branding of a leading auction 
marketing tools website: 
 
 
 
 
 
 
 
In February 2010, the top ten subject lines were dominated by a mixture of online pharmacy 
and replica product spam.  Spammers continue to use misleading subject lines such as “News 
on myspace” and “Important notice: Google Apps browser support” in their online pharmacy 
spam messages. 

Phishing the Brands of Online Auction Marketing Tools 



 
 
 
 
 

 

Checklist: Protecting your business, your employees and your customers  

Do 
 Unsubscribe from legitimate mailings that you no longer want to receive. When signing up 

to receive mail, verify what additional items you are opting into at the same time. De-
select items you do not want to receive. 

 Be selective about the Web sites where you register your email address.  
 Avoid publishing your email address on the Internet. Consider alternate options – for ex-

ample, use a separate address when signing up for mailing lists, get multiple addresses for 
multiple purposes, or look into disposable address services. 

 Using directions provided by your mail administrators report missed spam if you have an 
option to do so.  

 Delete all spam. 
 Avoid clicking on suspicious links in email or IM messages as these may be links to spoofed 

websites. We suggest typing web addresses directly in to the browser rather than relying 
upon links within your messages. 

 Always be sure that your operating system is up-to-date with the latest updates, and em-
ploy a comprehensive security suite. For details on Symantec’s offerings of protection visit 
http://www.symantec.com. 

 Consider a reputable antispam solution to handle filtering across your entire organization 
such as Symantec Brightmail messaging security family of solutions.  

 Keep up to date on recent spam trends by visiting the Symantec State of Spam site which is 
located here. 

 
Do Not 
 Open unknown email attachments. These attachments could infect your computer. 
 Reply to spam. Typically the sender’s email address is forged, and replying may only result 

in more spam. 
 Fill out forms in messages that ask for personal or financial information or passwords. A 

reputable company is unlikely to ask for your personal details via email. When in doubt, 
contact the company in question via an independent, trusted mechanism, such as a veri-
fied telephone number, or a known Internet address that you type into a new browser 
window (do not click or cut and paste from a link in the message). 

 Buy products or services from spam messages. 
 Open spam messages. 
 Forward any virus warnings that you receive through email. These are often hoaxes. 
 
 
 
 
 
 
 
 
 
* Spam data is based on messages passing through Symantec Probe Network.  
* Phishing data is aggregated from a combination of sources including strategic partners, customers and security solutions. 

http://www.symantec.com
http://www.symantec.com/spam

